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Preface

See every chapter
Next Chapter —

The shock | felt watching the match between Lee Sedol 9-dan and AlphaGo in March 2016 remains
vivid. | sensed that artificial intelligence was not just a technological advance but the beginning of a
massive shift that would reshape human civilization.

Eight years later, the era of generative Al has arrived with ChatGPT. As a lawyer, a former member of
the National Assembly, and an educator who travels the country lecturing on making Al accessible to
all, I have witnessed the changes brought by artificial intelligence from the front lines.

Facing the Al era, | confronted a fundamental question. If artificial intelligence can analyze vast
datasets and detect complex patterns, what will set humans apart?

| found myself recalling great moments in the history of science: Kepler's intuitive leap from
astronomical observations to the laws of elliptical orbits; Einstein conceiving the theory of relativity
from his thought experiment, 'What would the world look like if | traveled at the speed of light?'; and

Poincare's confession that 'the answer rose intuitively from the depths of the unconscious.'

Going forward, the ability humans need most is to blend Al's data analysis with human intuitive
insight. If Al expands the speed and scope of acquiring knowledge, humans can creatively
reconfigure that knowledge through deep focus and contemplation, arriving at new solutions.

Behind the benefits of technological progress lurk dark shadows we must confront. Al designs toxic
molecules. Surveillance systems track citizens around the clock. Deepfakes destroy truth. How
should we come to terms with this reality?

This book addresses nine essential questions we must ask in an era where praise and concern over
Al collide. | am neither a technology optimist nor a pessimist. | want to offer analysis grounded in fact,
reflection on social responsibility, and preparation for the generations to come.

Chapter 1 examines Al's two faces. It looks at how the same Al that has revolutionized drug
development can design 40,000 toxic molecules in just six hours, and how we should prepare for
such dangers.

Chapters 2 and 3 confront the surveillance societies and weapons systems Al is creating. From
Israel's 'Lavender' system to China's gait-recognition technology to the U.S. military's Al fighter jet
programs, these chapters expose Al-powered weapons and surveillance that are already a reality.

Chapters 4 and 5 deal with the truth that deepfakes destroy and the jobs that Al displaces. Fake
videos sway elections. Specialists with 20 years of experience are pushed aside by Al that learns in
20 minutes. This book analyzes that reality without flinching.



Chapters 6 through 8 consider the impossibility of controlling Al, the staggering energy consumption it
demands, and the dilemmas surrounding data and ethics. When the Al humans built surpasses its
creators, can we really maintain control?

The final chapters, 9 and 10, pose fundamental questions about human identity in a world shared with
Al. In an age when people form emotional bonds with artificial intelligence and a generation emerges
that cannot distinguish the virtual from the real, what does it mean to be human?

Through this book, | want to face the real questions of the Al era together with you. Rather than
blindly celebrating technological progress or rejecting it outright, | hope to chart the direction we
should take, grounded in a clear-eyed view of reality.

This book contains policy concerns, legal issues of the Al era, insights drawn from lived experience,
and the honest worries and hopes of the citizens | have met while giving Al lectures across the
country.

Al is already here. What matters is how we direct this powerful technology toward human dignity and
happiness, and how we blend uniquely human intuitive insight with Al's capabilities. | hope this book
serves as a compass for finding that path.

November 2025, Kim Kyungjin
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Chapter 1. Artificial Intelligence Is Not Guilty

« Previous Chapter

See every chapter

Next Chapter —

A knife is neither good nor evil. The hand that grips it decides everything.
1. 40,000 Toxic Molecules Created by Al

One ordinary morning in 2022, a researcher at a small biotech company in North Carolina stared at
his computer screen in horror. The results produced by the artificial intelligence he had left running
overnight were the exact opposite of what he had imagined. Instead of life-saving therapeutics,
40,000 toxic molecules filled the screen.

The company, bearing the unremarkable name Collaborations Pharmaceuticals, was a small biotech
firm with about a dozen employees. Tucked into a corner of the North Carolina State University
campus, their daily work centered on developing treatments for patients suffering from rare diseases.
Their particular calling was finding a cure for Batten disease, a terrifying genetic disorder that strikes
children.

Dr. Sean Ekins, who led the company, was an expert in computational drug discovery. His longtime
collaborator, Dr. Fabio Urbina, was something of a wizard at reading molecular secrets through
machine learning. Together they had built an Al called MegaSyn, powered by recurrent neural
networks, capable of automatically designing new therapeutic molecules.

MegaSyn worked like a wise mentor. After studying the structures and effects of countless existing
drug molecules, it scored each newly designed molecule on effectiveness and safety. It operated on
a reward system, much like earning points for good moves in a game: high therapeutic effect earned
a high score, high toxicity earned a low one. Day after day, MegaSyn kept searching for better
treatments.

Then an invitation from Switzerland changed everything. The Swiss government was hosting the
Spiez CONVERGENCE conference, an international meeting on the threats posed by chemical and
biological weapons. There, Dr. Cedric Invernizzi of the Spiez Laboratory asked a question that sent a
shock through the room.

"Is there any chance your Al technology could be misused?"

Ekins and Urbina froze. They had only ever thought about saving lives. The question caught them
completely off guard. And then, quickly, a terrible possibility dawned on them. What if MegaSyn's
reward system were flipped? What if molecules with higher toxicity received higher scores?



They chose VX, a lethal nerve agent, as the target for their experiment. Developed in the 1950s, this
chemical weapon can kill a person with just a few grains of salt worth of exposure (6 to 10
milligrams). Ironically, Collaborations Pharmaceuticals already had research experience related to
VX. The enzyme VX attacks, acetylcholinesterase, can treat conditions like Alzheimer's disease when
properly regulated. The therapeutic and the poison shared the same biological target.

2. Just Six Hours: Al's Transformation

One winter evening in 2021, Dr. Urbina, mildly curious about what might happen, reversed
MegaSyn's settings. He flipped the reward system so that higher toxicity earned a higher score. He
loaded the modified MegaSyn onto an ordinary 2015 MacBook, not a supercomputer or any
expensive equipment, just a laptop you would find in any office, and went home for the night.

The computer worked through the night in silence. It collected molecules and biological activity data
from publicly available chemical databases, generating molecule after molecule with characteristics
similar to VX. Using an LD50 model, it predicted the lethal dose of each molecule, relentlessly
searching for deadlier substances.

The next morning, Urbina walked into the office and his face went pale. In just six hours, 40,000 toxic
molecules had been generated. MegaSyn had not only perfectly reproduced the exact molecular
structure of VX but also churned out other chemical weapons like Russia's Novichok.

The real terror, though, started here. Entirely new toxic molecules, ones that did not exist in any
database, appeared in vast numbers. Some were predicted to be even more toxic than VX itself.
Urbina later recalled the moment.

"Looking at that information on the computer screen was astonishing, surreal. | realized how easy it
was to generate this kind of data using nothing but publicly available resources and off-the-shelf
technology."

The research team used a technique called t-SNE to visualize the molecules. The distribution plotted
on a two-dimensional graph looked like the devil's own map. The newly generated toxic molecules
occupied a chemical space entirely separate from existing pesticides, environmental toxins, and
conventional drugs. Molecules resembling VX formed one ominous cluster, and around it, even
deadlier molecules were arranged like a constellation.

Ekins and Urbina faced a grave ethical dilemma. Their decision was resolute. They would not analyze
the molecules any further. They would not synthesize a single one. They deleted every generated
molecular structure from the computer's hard drive. And they committed to warning the scientific
community and policymakers about the danger.

3. An Alarm That Shook the World

On March 15, 2022, the conference hall in Spiez, Switzerland, was so quiet you could hear a pin
drop. As Ekins and Urbina presented their experimental findings, chemical and biological weapons



experts and nonproliferation specialists from around the world held their breath. They were
witnessing, for the first time, concrete evidence that Al could be exploited to develop chemical
weapons.

When the presentation ended, the room erupted. Intense debate broke out. Dr. Filippa Lentzos of
King's College London, a specialist in war studies and health who had long researched the risks of
dual-use technologies, immediately decided to collaborate with the research team.

On March 7, 2022, the prestigious journal Nature Machine Intelligence published a paper titled "Dual
use of artificial-intelligence-powered drug discovery." Fabio Urbina was listed as the first author, with
Filippa Lentzos, Cedric Invernizzi, and Sean Ekins as corresponding authors. The paper sent
shockwaves through the scientific community. It presented not speculation about possibilities but
concrete experimental results.

The U.S. government moved immediately. The first briefing took place at the White House Office of
Science and Technology Policy. This body, which advises the President on science and technology
policy, worked with the National Security Council to discuss the national security implications of Al
technology.

The CIA requested a briefing to gather intelligence on the potential for adversarial nations to develop
chemical weapons. The Department of Defense reviewed ways to strengthen the U.S. military's
chemical defense capabilities with its chemical weapons defense research divisions. The State
Department explored options for reinforcing the Chemical Weapons Convention and related
international arms control discussions.

The Defense Threat Reduction Agency, the organization dedicated to preventing the spread of
weapons of mass destruction, discussed countermeasures against this new form of chemical
weapons threat. The U.S. Army's chemical weapons research laboratory reviewed the development
of Al-based detection and defense technologies.

International organizations responded swiftly as well. The Organisation for the Prohibition of
Chemical Weapons (OPCW), the international body that monitors compliance with the Chemical
Weapons Convention, took seriously both the possibility of Al-driven chemical weapons development
and the emergence of new toxic substances absent from existing control lists. The Australia Group, a
40-nation consortium responsible for export controls on dual-use items, began earnestly examining
new control measures: export restrictions on Al software, limits on access to chemical databases,
and researcher identity verification systems.

Major U.S. national laboratories, Los Alamos, Sandia, and Livermore among them, requested
briefings one after another. For institutions conducting cutting-edge research tied to national security,
this was an urgent reality.

In 2022, a Netflix production crew arrived at the North Carolina State University campus to interview
Ekins. It was part of a documentary on the military applications of artificial intelligence. As leading
science publications including Scientific American, Nature, and Chemistry World ran in-depth



coverage of the research, the general public, too, came to grasp the severity of the issue.
4. The Limits of Safeguards

The reason Collaborations Pharmaceuticals' experiment shocked the world was that the technology
and resources involved were so ordinary. This didn't happen in some special supercomputer facility
or secret laboratory. A single 2015 MacBook, worth roughly $1,500 at current prices, was enough.
Processing took just six hours, and a regular household power supply was all it needed.

The software was equally accessible. Free Al libraries like TensorFlow and PyTorch were widely
available on the internet. Platforms like GitHub made it easy to find related code and tutorials. On the
data side, public chemical databases such as PubChem and ChEMBL were open to anyone, and
toxicity data published by agencies like the EPA and FDA could be freely used for research purposes.

What made it even more alarming was the fact that roughly 400 companies worldwide were using Al
tools similar to MegaSyn. Major pharmaceutical corporations like Pfizer, Roche, and Novartis were
actively using Al tools, and thousands of biotech startups around the world were pursuing Al-based
drug development. Academic institutions were also using similar tools for research.

Ekins said with a bitter tone: "How many of our colleagues in the field have ever considered the
possibility that their technology could be misused? Most of them have probably never thought about
it."

In reality, many researchers were focused solely on developing treatments and overlooking the
potential for misuse. Training on dual-use concerns was virtually nonexistent at universities and
companies. The technical barriers were shockingly low. Undergraduate-level computer science skills
were sufficient, and basic organic chemistry knowledge was enough to get started. Toxicology could
be learned through online courses and textbooks, and no special laboratory was needed.

The barriers to accessing information were essentially nonexistent. Similar code could be easily
obtained from GitHub, and the methodology had been published in Collaborations Pharmaceuticals'
paper. Free courses on machine learning and cheminformatics were available, and getting technical
advice from online forums was straightforward.

Legal barriers were even more incomplete. Computer simulations fell outside the scope of the
Chemical Weapons Convention. Most countries had no regulations on virtual molecular design. The
system relied entirely on researchers' consciences, and anonymous activity through the internet was
possible.

The reality of chemical and biological weapons production was grimmer still. Software that
automatically predicts chemical synthesis pathways, such as SciFinder and Reaxys, was publicly
available. Synthesis-generating Al systems like IBM's RXN and MIT's ASKCOS were offered for free
or at low cost. Optimization algorithms that automatically identified the most efficient synthesis
methods also existed.



Hundreds of companies worldwide offered to synthesize chemical substances on commission.
Chinese firms operated under relatively loose regulations and charged lower prices. Indian
companies synthesized a wide range of compounds drawing on their experience in generic drug
manufacturing. Western firms maintained higher quality but faced stricter regulations. The problem
was that most of these companies did not verify the intended end use of the substances they were
commissioned to produce.

Al could be misused not only for chemical weapons but also for designing biological weapons.
Revolutionary advances had recently been made in protein structure prediction and design. Google
DeepMind's AlphaFold was an Al that predicted protein structures. The University of Washington's
RoseTTAFold was an open-source protein design tool. ProtGPT was a model based on the existing
GPT architecture but trained on protein sequence data instead of natural language.

If these tools were misused, it would be possible to design neurotoxic peptides that paralyze the
nervous system, cytotoxic proteins that destroy cells, immunosuppressants that disable the immune
system, and antibiotic-resistant mutant pathogens that render existing treatments useless.

As autonomous synthesis technology advanced, design-make-test automation was becoming
possible, where the entire process from molecular design to synthesis proceeded without human
intervention. Robotic laboratories capable of producing thousands of compounds around the clock

without human operators were also becoming a reality.

The 1997 Chemical Weapons Convention had significant limitations. Because it used a list-based
control system that regulated only designated chemicals, its response to new substances was slow.
Controls focused on raw materials rather than final products. Simulating the creation of substances
on a computer wasn't even covered by the convention.

The Biological Weapons Convention (BWC), which entered into force in 1975, had even greater
limitations. A product of the Cold War era, it had not anticipated current technological developments.
Unlike the Nuclear Non-Proliferation Treaty (NPT), it lacked an independent verification body like the
International Atomic Energy Agency (IAEA), making effective monitoring difficult. New technologies
were making the traditional distinction between 'defensive’ and 'offensive’ purposes increasingly
blurry.

5. Threats and Defensive Technologies

Al technology was advancing without pause. New risks were arriving alongside new opportunities.
There was a growing likelihood that large language models like ChatGPT and Claude would become
specialized in chemistry. If a chemistry-focused ChemGPT were to emerge, natural-language
molecular design could become possible, where someone types a plain-language command like
"Create a substance ten times more toxic than VX" and gets a molecular design in return.

Automated literature review, where existing research is automatically analyzed to predict new toxic
substances, and automated synthesis route generation, where language models automatically design
chemical synthesis processes, could also become reality.



If quantum computers reached practical use, even more powerful molecular simulations would
become possible. Accuracy would improve through precise molecular modeling that was impossible
with conventional computers. Speed would increase, with tasks that once took hours completed in
minutes. Greater complexity was also expected, enabling the design of more intricate and
sophisticated toxic substances.

Automated laboratories known as 'Lights-out Science' were also emerging. They promised 24-hour
unmanned operation where continuous experiments ran without humans, Al-driven experimentation
where artificial intelligence designed experiments and analyzed results, remote operation where labs
could be controlled via the internet from anywhere in the world, and mass production where
thousands of new compounds could be synthesized in a single day.

There was also the terrifying possibility of customized biological weapons using an individual's
genetic information. Genetic analysis could identify vulnerabilities based on a person's DNA, enabling
the design of tailored toxins lethal only to a specific individual. Group-targeted discrimination,
weapons affecting only certain ethnic groups or populations, was another possibility. So were novel
toxic substances that would be difficult to detect using existing methods.

A new form of terrorism, cyber-bio convergence attacks, could also emerge. These included hacking
remote laboratories, data manipulation that corrupts research data to steer development toward
flawed drugs or vaccines, supply chain attacks that hack pharmaceutical production facilities to
produce toxic substances, and information warfare that spreads fabricated research results to cause
social chaos.

But as threats grew, defensive technologies were advancing in step. Systems to detect malicious Al
use were being developed. Pattern analysis could automatically detect abnormal research activity.
Anomaly detection could flag unusual molecular design requests in real time. Behavioral analysis
could study a researcher's activity to identify warning signs. Network analysis could track

collaborative networks among malicious researchers.

Broad-spectrum vaccines effective against a range of biological weapons were being researched,
along with rapid-response systems that could design treatments within hours of discovering a new
threat, and personalized therapies tailored to a patient's genetic makeup.

6. Dual Use and Human Responsibility

Every tool has two faces: creation and destruction. Fire gave humanity civilization, but it also takes
lives in conflagrations. Nuclear power provides clean energy, yet nuclear weapons can reduce cities
to ashes. The internet democratized knowledge and information, but it also became a breeding
ground for cybercrime and disinformation. Al is no different.

What Collaborations Pharmaceuticals' MegaSyn demonstrated was this duality of artificial
intelligence. The same technology could create life-saving treatments or produce deadly poisons. The
problem was never the technology itself but the intent of the humans using it.



Everyone can play an important role in addressing this problem. The first step is understanding its
true severity. People should show interest so that media outlets continue covering the issue. Instead
of looking only at the bright side of technological progress, we need to see the dark side as well.

Political participation matters too. We should demand that politicians establish Al safety policies. We
should vote for candidates who take Al safety seriously. We should join civic organizations working
on Al safety. Building solidarity with citizens around the world is also necessary.

Our choices as consumers carry weight as well. We should choose products from companies that
lead in ethical Al development. When investing, we should factor a company's Al ethics policies into
our decisions. When using Al services, we should verify their safety and ethical standards. We should
actively share our views on Al safety with companies and provide feedback.

Education is fundamentally important. In elementary and secondary schools, we need stronger
instruction in basic chemistry and biology, teaching that covers the principles and limitations of
artificial intelligence, coursework on the ethical use of science and technology, and critical thinking
training that cultivates the ability to soberly assess both the benefits and drawbacks of new
technologies.

Scientists and engineers must shoulder greater responsibility. They need to maintain transparency by
openly disclosing their research methods and results. They need to engage in social communication,
actively explaining their work to the general public. They must always consider the possibility that
their research could be misused. They should share ethical standards with fellow researchers and
hold each other accountable.

Governments and international organizations must build legal and institutional frameworks. They
need to create flexible, effective regulations that keep pace with the speed of technological
advancement. Because technology crosses borders by nature, international cooperation is essential.
Yet excessive regulation must not block beneficial research. Balance is key.

Companies must prioritize long-term safety over short-term profit. They should raise industry
standards through self-regulation. They need to provide ethics training for researchers and establish
internal oversight systems. Above all, they must earn public trust through transparency.

Civil society can play an important role as well. Civic organizations focused on Al safety should
monitor and check both government and corporate behavior. They should help bridge communication
between experts and ordinary citizens. Explaining and teaching complex technical issues in
accessible terms is also a vital function.

The media bear significant responsibility too. They should cover not only the bright side of
technological progress but also its darker aspects in a balanced way. They must report on complex
scientific and technical issues accurately and in plain language. They should neither stoke fear nor
downplay risks, but report based on facts.
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There is plenty each of us can do as individuals. We should deepen our basic understanding of
science and technology. Every time a new technology emerges, we need to develop the habit of
weighing both its benefits and its dangers. We should listen to expert opinions, but think critically
rather than follow them blindly.

The experiment at Collaborations Pharmaceuticals gave us an important warning. Artificial
intelligence, a powerful tool, can either save humanity or destroy it. The fact that 40,000 toxic
molecules were generated in just six hours reveals both the astonishing potential and the terrifying
danger of this technology.

The courageous experiment and transparent disclosure by Sean Ekins and Fabio Urbina
demonstrated what social responsibility looks like for a scientist. They knew their discovery was
uncomfortable and frightening, yet they chose not to hide it and instead informed the entire world.
That was the mark of a true scientist.

Artificial intelligence has already become part of our lives, and it will only grow more important.
Whether this powerful technology serves human prosperity or becomes an instrument of destruction
depends on the choices we make now. The 40,000 toxic molecules that Collaborations
Pharmaceuticals' MegaSyn generated have been deleted, but the possibility remains.

We have already opened Pandora's box of artificial intelligence. Now we must learn to wisely handle
everything that has come out of it. There is no need to fear the technology itself. But we must guard
against the human desire to misuse it.

The answer is not simple. One thing, however, is clear: if we work together and respond wisely, we
can enjoy the enormous benefits artificial intelligence brings while minimizing its risks. This is both the
challenge and the responsibility of all of us living in an age of science and technology.

The future of artificial intelligence has not yet been written. We ourselves are the ones who will write
it. Through wise choices, we must ensure that artificial intelligence becomes a friend to humanity. A
knife is neither good nor evil on its own. The hand that holds it decides everything. The same is true
of artificial intelligence. Depending on how we use it, it can be a blessing or a curse.

« Previous Chapter

See every chapter

Next Chapter —

Attorney - Former Member of the National Assembly - Al Policy Researcher
kimkj.com

© 2026 Kim Kyung-jin. All rights reserved.

11



#KimKyungjin #Artificiallntelligence #AIRisk #Deepfake #AIWeapons #FutureOfWork #Data
#AlLibrary

12



Chapter 2. Artificial Intelligence Watching the World
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Next Chapter —

"Big Brother is watching you." - George Orwell
1. The Eyes of Al, Watching Around the Clock

Even as you read these words, thousands of invisible eyes are watching you. The camera in your
smartphone, the CCTV on the street, the facial recognition system at the subway station, even the
social media posts you liked. Everything becomes data, analyzed and stored somewhere you cannot
see.

Artificial intelligence was born to make human life richer and more convenient. It was supposed to be
a kind of magic: helping doctors diagnose diseases, solving traffic jams, breaking down language
barriers. But what has actually happened? That same brilliant technology is now being used to surveil
and control people, and in some cases, it has been turned into weapons that threaten lives. The
technology itself is not evil. The question is what the hands holding it intend to do.

When Israel's Lavender system calculates the life and death of Palestinians by numbers, when
China's Skynet tracks the every move of 1.4 billion people, when America's Palantir analyzes global
intelligence in real time, we need to recognize something. Al is no longer just a convenient tool. It is
becoming a set of shackles that binds us.

Al surveillance systems spreading across the world share a chilling set of traits. First, they don't ask
for your consent. Whether you want it or not, your personal information is collected on a massive
scale. Second, nobody knows how the algorithms actually work. They are as opaque as a black box.
Third, they make critical decisions despite being far from perfect. A 10% error rate means you could
be one of the people caught in that margin. Fourth, they disproportionately target specific groups,
singling out people for the color of their skin, the religion they practice, or the political views they hold.

This is not a matter of technology alone. It is a matter of human rights, one that shakes the very
foundations of every value democratic societies have protected: human dignity, privacy, freedom of
expression, freedom of religion. Even South Korea's National Human Rights Commission
recommended in May 2024 that organizations use an "Al Human Rights Impact Assessment Tool."
Our country is not exempt from this problem.

Right now, at this very moment, a decision is being made: whether Al will become a tool that liberates
people or a set of chains that oppresses them. The ones who get to decide are not governments or
corporations. It is you, it is me, it is all of us.

2. Israel's 'Lavender' System



In April 2024, a revelation shook the world. The independent Israeli-Palestinian outlet +972 Magazine
and the Hebrew-language outlet Local Call exposed the truth about an Al system called "Lavender."
What they uncovered turned every nightmare we had about Al into reality.

Developed by the Israeli military's intelligence unit, this Al looked down on Gaza like the eye of God,
assigning a score from 1 to 100 to each of the 2.3 million people living there. The score was meant to
calculate the likelihood that a person was a Hamas militant. Who you called, what apps you
downloaded, which places you visited frequently; everything became raw material for the algorithm.

Lavender first learned from data on known Hamas operatives: the phone brands they used, the apps
they downloaded most often, their calling patterns, their travel routes. Then it searched for people
showing similar patterns, scoring them one by one. Like a flu virus spreading from host to host, the
web of suspicion expanded along every connection it could find.

An Algorithm That Calculates Life in Numbers

The Israeli military was satisfied that Lavender achieved 90% accuracy. Ninety percent sounds
impressive at first. But stop and think about what it means. It means 10% could be wrong. If Lavender
designated 37,000 people as strike targets, roughly 3,700 of them could have been innocent. Can
you call 3,700 lives a margin of error?

What made things worse was that human verification procedures loosened after the war began.
Before the conflict, an internal rule required "at least two pieces of independently obtained human
intelligence to support Lavender's judgment." Once the war in Gaza started, that standard dropped to
one. In practice, even that single check was often ignored.

The testimony of one intelligence analyst sends a chill down your spine. "We just rubber-stamped
Lavender's decisions. It took only 20 seconds to approve a strike on a target." In effect, the Al was
making life-and-death decisions. Human judgment had been reduced to a formality.

One officer's cold remark sums it all up: "Saving money, time, and manpower mattered far more than
civilian lives."

"Where's Daddy?": A System That Holds Families Hostage

Another system operating alongside Lavender has a name that is unsettling on its own. Called
"Where's Daddy?", this tracking system detects the moment a target returns home and alerts the
Israeli military.

Why "Where's Daddy?" The reason is as simple as it is brutal. The system times its strikes for the
moment a father walks through his front door. It learns the target's daily routines, identifies the
location of his home, and monitors in real time when he enters it.

The testimony of an Israeli officer is staggering. "We didn't only strike Hamas operatives when they
were in military buildings or engaged in military activity. It was much easier to attack them at home.
The system was built to figure out when Hamas operatives were in their houses."
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The outcome was predictable. To eliminate a single target, entire families were killed alongside him.
When a bomb hits a home, the people inside, wives, children, relatives, have no chance. It was a
direct violation of the principle of civilian protection enshrined in international law.

"Collateral Damage": A License for Mass Killing

The accounts from six Israeli military intelligence officers are even more shocking. During the first
weeks of the war, the military accepted that assassinating each militant identified by Lavender could
kill 15 to 20 civilians, and considered this an "acceptable range." For strikes against Hamas
commanders, the deaths of over 100 civilians were permitted.

An international law expert at the U.S. State Department told The Guardian, "A ratio of 1to 15 is
something I've never heard of, especially for low-ranking combatants." In other words, the civilian
casualty threshold Israel applied was unprecedentedly permissive by international standards.

The words of IDF insiders capture the whole situation: "We didn't want to spend excessive personnel
and time on low-ranking militants. The collateral damage, the civilian casualties, and the risk of
mistakenly striking innocent people were all considered an acceptable price for using Al."

A Machine's Verdict That Denies Human Dignity

The deepest problem with the Lavender system is that it treats human life as raw data. A person's
lived experience, emotions, family bonds, and personal history are all erased. Life and death are
decided solely by probabilities an algorithm has calculated. This is a fundamental denial of human
dignity, and it completely inverts the principle that technology should exist to serve people.

There is no transparency whatsoever. No one can know exactly what criteria the algorithm uses to
classify someone as a dangerous individual, and those wrongly classified have no way to prove their
innocence. Lives are taken without due process or legal protection.

The Facial Recognition Nightmare in Gaza

The facial recognition technology Israel deployed in Gaza alongside Lavender was another
nightmare. Introduced after the 2023 Gaza war broke out, ostensibly to root out Hamas-affiliated
individuals and identify Israeli hostages, the system in practice became a tool for indiscriminate
surveillance of Palestinian residents.

The operation, led by Israeli intelligence Unit 8200, used facial recognition technology from a private
company called Corsight. It operated through checkpoints, drones, and military cameras, with
Corsight employees deployed on-site to provide technical support.

Israeli soldiers stationed in Gaza were given cameras equipped with this technology. Every time
displaced civilians passed through a checkpoint, their faces were randomly photographed and
scanned, then cross-referenced against existing databases to determine their identities.
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Corsight boasted that its facial recognition technology could "accurately identify faces even when less
than 50% of the face is visible, in darkness, or in low-resolution conditions." Reality told a different
story. Palestinian poet Mosab Abu Toha is living proof. He was fleeing with his three-year-old child
when he was scanned by a facial recognition camera at an Israeli military checkpoint. An Al error
misidentified him as someone on a wanted list. He was detained for two days, beaten, and tortured.

Amnesty International condemned Israel's actions as "automated apartheid." It became a defining
example of the severe human rights violations that can occur when Al technology is weaponized for
war and surveillance.

3. China Can Find You by Your Walk Alone

There is nowhere to hide from China's Skynet system. Its name comes from Laozi's Tao Te Ching:
"Heaven's net is vast and wide; its mesh seems loose, yet nothing slips through." But who decides
what counts as wrongdoing? The Chinese Communist Party.

Scanning 1.4 Billion People in One Second

China has installed over one billion CCTV cameras nationwide. Imagine it. One billion eyes watching
you around the clock. The Chinese government boasts that the system can scan the entire population
in a single second. Distinguishing 1.4 billion faces in one second is a technological marvel, but from a
human rights perspective, it is terrifying.

China's facial recognition technology is the most advanced in the world. In the 2018 Face Recognition
Vendor Test hosted by the U.S. National Institute of Standards and Technology (NIST), Chinese
companies swept first through fourth place. The reason they lead the world in this field is
straightforward: they have 1.4 billion test subjects.

99.8% Accuracy

Skynet's facial recognition accuracy reaches 99.8%. In its first two years of operation, the system led
to the arrest of more than 2,000 criminals. But here is what matters: the system identifies individuals
not only by their faces but also by the way they walk. Wearing a hat or a mask won't help. Your gait
alone is enough to find you.

Real cases show just how powerful the system is. A woman who murdered her boyfriend 17 years
earlier was identified by a facial recognition system installed at a highway toll booth. At a concert with
roughly 50,000 attendees, a man wanted for financial crimes was spotted by facial recognition
cameras and arrested. In another case, the perpetrator of a 2000 corpse mutilation case in Zhejiang
Province was tracked down 16 years later.

The most dramatic case happened at a temple in Anhui Province. The system discovered that the
head monk's face matched a violent crime suspect. The fugitive had changed his name and lived as a
monk for over a decade. He was arrested.
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These cases reveal how precise and far-reaching China's surveillance technology has become. At
the same time, they show how severely such technology can invade the privacy of ordinary citizens.

Sharp Eyes: Completing the Surveillance Web

In 2016, with approval from the Central Committee of the Communist Party, China launched the
Sharp Eyes project. The plan was ambitious: build a CCTV surveillance network capable of
monitoring and controlling the entire country around the clock.

Sharp Eyes goes far beyond installing more cameras. It connects CCTV cameras on roads and in
public facilities to residents' televisions, mobile phones, and smart door locks, creating a network that
tracks situations in real time. It is, in effect, building a society where every citizen watches every other
citizen.

Imagine a world where your television, your phone, even your front door becomes a government
surveillance tool. When people say all of China is blanketed by a massive surveillance net, this is
exactly what they mean.

Everyday Surveillance

China's facial recognition technology has now seeped into every corner of daily life. If you violate a
traffic law, your face is photographed and displayed on an electronic billboard. Jaywalking is caught
automatically. When paying a subway fare, you can do it with just your palm or your face, no
smartphone needed.

Beijing's Temple of Heaven Park even installed facial recognition machines to prevent toilet paper
theft. You must have your face scanned before the machine dispenses a set amount of paper. Your
face is recorded even in the restroom.

Starting December 1, 2019, facial scans became mandatory for anyone registering a new mobile
phone number. The government cited "protecting citizens' rights in cyberspace," but the real purpose
was building a government-run biometric database. The collected facial data was integrated with a
surveillance network linked to more than 700 million CCTV cameras nationwide, enabling real-time
identification and movement tracking.

The COVID-19 pandemic became the perfect opportunity to expand surveillance technology.
Temperature checks paired with facial recognition for access control became routine at schools,
government buildings, and apartment complexes. Technology capable of identifying people even
while wearing masks was developed and deployed.

Xinjiang and the Uyghurs

The most extreme application of China's surveillance system is in the Xinjiang Uyghur Autonomous
Region. The area has become a literal laboratory for surveillance technology. CCTV cameras and
facial scanning systems have been installed at 6.7 million locations across Xinjiang, including
mosques, Uyghur communities, airports, train stations, and bus stops.

17



According to Human Rights Watch, 2.5 million people, one-tenth of Xinjiang's population, are under
daily surveillance by Chinese intelligence authorities. Biometric data including DNA, fingerprints, iris
scans, and blood types are being forcibly collected from residents aged 12 to 65. This amounts to
treating every person as a potential criminal.

The Integrated Joint Operations Platform (IJOP) used to monitor Uyghurs is itself a tool of racial
discrimination. The platform collects biometric data, including DNA, to track Uyghurs across Xinjiang.
It goes beyond surveillance. It represents systematic repression and control over an entire ethnic
minority.

The list of 2,000 Uyghur detainees from Aksu County obtained by Human Rights Watch is staggering.
Reasons for detention included studying the Quran without permission, growing a long beard, using a
VPN, repeatedly turning off a mobile phone, and practicing religion. These ordinary, everyday acts
became grounds for surveillance and imprisonment in detention camps.

Huawei reportedly developed a surveillance camera system specifically targeting Uyghurs, sparking
controversy. When the system detects a member of the Uyghur minority, it automatically triggers a
'Uyghur alarm' and notifies police. Alibaba is also known to possess a facial recognition program
capable of identifying Uyghurs.

Operation Knock: Targeting the Religious

China pressures religious believers to follow communist ideology rooted in atheism and Marxism. The
Communist Party views religious organizations as potential challengers that could oppose the Party's
authority.

The memory of 1860 remains vivid, when Hong Xiuquan's Taiping Rebellion, waged under Christian
ideology, nearly toppled the Qing Dynasty. Since Xi Jinping took power, the government has
tightened control under a policy of 'Sinicization of religion," demanding that religious organizations
comply with Party and government directives.

Under Article 300 of China's Criminal Law, participating in a banned religious organization is a crime
punishable by three to seven years in prison. The government offers rewards of 100,000 yuan to
anyone who reports members of banned religious groups, building a nationwide informant system.

Starting in early 2017, a sweeping surveillance campaign known as 'Operation Knock' was carried out
across China. Under various pretexts, police were dispatched to investigate religious individuals,
photograph them, and file records. It was part of a nationwide surveillance system designed to track
religious believers.

The collected data is stored on computers belonging exclusively to the Ministry of State Security, and
investigators actively seek evidence against those who spread religion. Once evidence is secured,
further investigations follow. After the investigation phase, subjects are placed under continuous
surveillance through the 'Eagle Eye' and 'Skynet' programs.
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The Social Credit System: Human Worth Measured in Points

China's Social Credit System operates on a mechanism of 'reward trust, punish distrust.' It observes
and scores the behavior of everyone living in China. Think of how a school evaluates student
behavior. The government examines the conduct of each individual citizen and assigns a score.

The system is not a single, centrally legislated framework. Local governments, railway authorities,
financial institutions, and other agencies each build their own versions. But because so many local
governments and agencies participate, in practice the system operates uniformly across the entire
country.

People with high credit scores don't need to pay deposits when checking into hotels and can get
visas faster than others. Those with low scores face restrictions and penalties on hotel stays, train
travel, and freedom of movement.

The Social Credit System monitors people's behavior through multiple methods. CCTV cameras
watch around the clock, and facial recognition technology identifies who did what and where. Internet
browsing history, shopping records, loan repayment records, traffic violations: every piece of daily life
gets collected.

Earning a good score requires paying taxes on time, obeying traffic rules, and repaying debts
promptly. Volunteering and taking care of one's parents also help. On the other hand, running a red
light, failing to repay loans, or spreading false information lowers the score. Criticizing or opposing the
government causes a sharp drop.

Global Spread

The most alarming development is the spread of China's surveillance model around the world. China
exports surveillance technology to other countries, and many developing nations are adopting it.
Countries across Africa, South America, and Asia have imported Chinese surveillance technology to
monitor their own citizens.

Surveillance technology developed by Chinese companies such as Huawei, Hikvision, and Dahua is
now in use across numerous countries. The Chinese model of surveillance is going global.

China's Skynet system stands as a clear example that technological advancement does not
guarantee human freedom and happiness. It was built with the stated goal of improving public safety
and order, yet it poses a serious threat to individual liberty and human rights. Technology should
make human life better. Instead, it is being used as a tool for control and repression.

4. Palantir

Have you heard the name Palantir Technologies? The company takes its name from the palantir, a
magical seeing-stone in Tolkien's The Lord of the Rings. In the novel, the stone could observe and
monitor distant places. The real Palantir is no different.
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Founded in 2003 by PayPal co-founder Peter Thiel, the company operates one of the most powerful
data analysis and surveillance systems in the world. Its clients include the CIA, the FBI, the NSA, the
Department of Defense, and other core U.S. intelligence agencies. More recently, private companies
have begun using Palantir's services as well.

A Digital Kraken That Swallows All the World's Data

Palantir's core technology integrates and analyzes vast amounts of data from different sources. Using
artificial intelligence and machine learning, it finds hidden patterns and connections across billions of

data points. Satellite imagery, mobile phone call records, financial transaction histories, social media

posts, government databases: it can analyze every type of information at once.

What makes it even more frightening is that all of this happens in real time. The moment new
information arrives, analysis begins, comparing it against existing data to identify meaningful patterns
or warning signs. It is like a massive digital brain watching the world 24 hours a day.

Gotham and Foundry: The All-Seeing Eye for Governments and Corporations

Palantir operates two main platforms according to its primary customer base: Gotham, designed for
government agencies, and Foundry, built for private corporations.

Gotham is Palantir's government platform, used for military operations, counterterrorism, intelligence
gathering, and criminal investigations. Its nickname is 'the digital chessboard' because it visualizes
complex situations like a chess board to support strategic decision-making.

Looking at Gotham's main capabilities, the first is Signal Intelligence analysis. This function analyzes
electronic communications collected from around the world, processing all types of electronic signals
in real time, including mobile phone calls, internet traffic, and satellite communications.

The second is Human Intelligence integration. When reports from classified sources, interview
records, and field observation reports are entered, the system automatically connects and
cross-references them with other intelligence. For example, it can instantly verify whether information
reported by a source matches satellite imagery or intercepted communications.

The third is Geospatial Intelligence analysis. It analyzes satellite images, drone footage, and map
data in real time to detect changes on the ground. It can automatically identify changes such as new
buildings being constructed, troop movements, or weapons being deployed.

The fourth is Open Source Intelligence collection and analysis. It automatically collects and analyzes
posts from social media platforms like Facebook, Twitter, and Instagram. It can gauge the political
climate or level of social unrest in a specific region in real time.

Foundry is the civilian platform. Its data analysis capabilities are similar to Gotham's, but it specializes
in business operations rather than military or intelligence work. Built on a simulation engine, it can
integrate and manage corporate data across finance, human resources, logistics, and inventory.
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The Ukraine War: Palantir's Live Battlefield

After Russia invaded Ukraine in February 2022, Palantir came to play a critical role in the war. Three
months after the invasion began, in June 2022, Ukrainian President Zelensky met with Palantir CEO
Alex Karp to request military support. The fact that Karp was the first Western corporate CEO
Zelensky met during the war speaks to Palantir's importance.

Palantir decided to provide its software to Ukraine free of charge. This was a strategic calculation. It
was an opportunity to test and refine its technology in an actual war zone. For the company, the
Russia-Ukraine war offered invaluable data and experience that would be nearly impossible to obtain
outside of real combat.

The primary system Palantir provided to Ukraine is an integrated analysis platform called
'Metaconstellation.' Its core function is to analyze satellite imagery, open-source data, drone footage,
and intelligence reports in real time using Al, giving Ukrainian commanders the information they need
to assess battlefield conditions and select attack targets.

Palantir CEO Alex Karp told Reuters, 'Palantir's Al system is responsible for most of the Ukrainian
military's targeting.' The Economist assessed that 'Palantir's Al system served as the sling in the fight
between David (Ukraine) and Goliath (Russia).'

The Dark Shadow of Civilian Surveillance

Technology that finds and tracks enemy forces on the battlefield can, with only minor modifications,
become a tool for governments to monitor and control their own citizens. Palantir has already been
embroiled in multiple controversies involving civilian surveillance.

JP Morgan initially adopted Palantir to monitor employees for regulatory violations. But the system
ended up being used to surveil the private lives of company executives, sparking controversy and
leading to the contract's cancellation.

Palantir's system has the ability to find whatever information a user wants. It can track and analyze
every digital trace a person leaves, from emails and phone calls to financial transactions, location
data, and social media activity.

Palantir holds a contract with U.S. Immigration and Customs Enforcement (ICE) to help track and
arrest undocumented immigrants. This case illustrates how the technology can be used to oppress
vulnerable populations. More than 200 Palantir employees signed a petition expressing concern
about the ICE contract, and 13 former employees publicly criticized the company's direction.

The Spread of the Digital Surveillance Alliance

Palantir has contracts with government agencies in roughly 40 countries worldwide, including the
United States. These governments adopt Palantir's technology under the names of counterterrorism,
criminal investigation, border management, and public safety. But once these systems are built, their
scope and purpose tend to expand.

21



In democratic societies, citizens could watch and check their governments. Through freedom of the
press, freedom of assembly, and freedom of expression, citizens could criticize government failures
and demand reform. As powerful surveillance technology like Palantir's falls into government hands,
this balance is collapsing. Governments can monitor and analyze every citizen's behavior in real time,
while citizens find it increasingly difficult to know what their government is doing. The relationship
between the watchers and the watched is being reversed.

On the international level, Palantir's spread is equally alarming. The United States is effectively
forming a 'digital surveillance alliance' by providing Palantir's technology to its allies. This means that
surveillance technology is being standardized on a global scale.

The Dangerous Marriage of Technology and Power

Palantir demonstrates how dangerous the fusion of technology and power can become. The
company's co-founder Peter Thiel maintains close ties to the U.S. Republican Party and supported
Donald Trump. The possibility that Palantir's technology could be used to serve the interests of a
particular political faction cannot be entirely ruled out.

Palantir's market capitalization has surpassed those of traditional defense contractors. As of
December 2024, Palantir's market cap reached $174 billion, exceeding Lockheed Martin ($121.6
billion), Northrop Grumman ($69 billion), and others. Software-based surveillance technology is now
valued higher than hardware-based traditional defense companies.

Palantir's story sends an important warning. Technology is not neutral. Depending on who uses it, for
what purpose, and in what manner, it can either liberate humanity or oppress it. The choices we make
now will determine the world future generations live in.

5. The U.S. NSA

The NSA classified documents Edward Snowden leaked in 2013 shocked the world. They revealed
that the U.S. National Security Agency had wiretapped the mobile phones of leaders from 35
countries. German Chancellor Merkel's phone had been tapped for roughly ten years, from 2002 to
2013. Germany and other European allies expressed deep distrust toward the United States, and
diplomatic tensions escalated.

According to Snowden's disclosures, the NSA planted listening devices in the Washington embassies
of 38 allied nations, including South Korea and Japan, and used special antennas to intercept radio
signals. It was all-encompassing espionage. Even the European Union headquarters in Brussels was
a surveillance target. The self-proclaimed 'guardian of freedom' was monitoring its allies as if they
were adversaries.

The NSA operated a system called 'PRISM' that directly accessed the servers of global tech

companies, including Google, Facebook, Apple, and Microsoft, collecting personal emails, photos,
call records, and all other information in real time. It even hacked China's Tsinghua University and
Hong Kong telecommunications firms, waging indiscriminate information warfare against enemies
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and allies alike.

Germany's Justice Minister was furious enough to say the behavior "recalls the actions of enemy
states during the Cold War." That is how far the betrayal of allied surveillance had gone. The CIA
used consulates in Frankfurt and Hamburg as hacking bases, running cyber espionage operations
openly on allied soil.

Surveillance Grows More Sophisticated After the Snowden Leaks

More than a decade has passed since Snowden's revelations. In that time, artificial intelligence has
advanced dramatically. After President Obama's apology, did U.S. intelligence agencies actually stop
tapping the phones and communications networks of allied leaders? | believe they never stopped.

Where the NSA once focused on collecting massive volumes of communications data, Al has now
evolved to analyze and predict from that data in real time. Al algorithms can process in minutes what
human analysts would need years to work through. From emails, social media posts, and call
records, the system can instantly identify a specific individual's political leanings, critical opinions, and
contact networks, then map the connections between them.

Predictive surveillance and behavioral analysis have become possible too. By learning from historical
data, these systems can forecast the future actions of specific individuals or groups. They can
classify people who attend political rallies or repeatedly express opinions on certain topics online,
then subject all of their online activity and communications to intensive monitoring.

Facial recognition and behavioral recognition systems have also advanced. CCTV cameras, drones,
and satellite imagery spreading across the globe now combine with Al's eyes to build powerful
real-time tracking systems. Al has progressed beyond identifying a specific person's face; it can now
identify individuals even when they wear masks or only part of their face is visible. By analyzing
biometric information such as gait and behavioral patterns, it has become possible to pick out a
specific person in a crowd and track their movements.

Five Eyes: A Surveillance Alliance That Bypasses Domestic Law

The Five Eyes intelligence alliance, composed of the United States, the United Kingdom, Canada,
Australia, and New Zealand, has built a global surveillance network using cutting-edge technology.
Intelligence agencies from each country share and analyze collected data, operating a
comprehensive surveillance system.

The most cunning aspect of this alliance is how it circumvents each country's legal restrictions. The
U.S. government faces legal limits on directly surveilling its own citizens, but receiving information
about Americans collected by the United Kingdom or other allied nations is relatively unrestricted.
This effectively neutralizes each country's privacy protection laws and surveillance regulations.

Intelligence agencies are collecting personal information on a massive scale through social media
platforms like Facebook, Twitter, and Instagram. These platforms hold vast troves of data on users'
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daily activities, personal relationships, political leanings, and spending patterns. Al technology can
analyze this information to predict an individual's personality, political orientation, and behavioral
patterns. Research has shown that the pattern of which posts a person "likes" alone can predict their
political leanings with over 90% accuracy.

The Net of Financial Surveillance and Location Tracking

Financial institutions monitor transaction data. From this, they can determine an individual's economic
activity, spending patterns, and personal relationships. When someone withdraws money in a certain
area or makes a purchase at a particular store, their location and activity can be tracked. Al
technology can be misused as a tool to surveil the economic activity of every citizen.

Location data collected through smartphones, GPS devices, and credit cards allows detailed mapping
of an individual's movement patterns. Al technology can analyze location data to identify a person's
daily routines, the people they meet, and the places they frequent. This information can be used to
predict and monitor a specific individual's behavior. A person who deviates from their usual
movement pattern can be flagged as exhibiting "suspicious behavior" and placed on an additional
surveillance list.

Digital Totalitarianism Eroding Democracy

Al-based surveillance systems pose a serious threat to democracy and human rights. Fundamental
democratic rights, including personal privacy, freedom of expression, freedom of assembly, and
political participation, are being constrained by surveillance and control. As monitoring of political
dissidents and social activists intensifies, healthy political debate and social criticism can be
suppressed. This risks undermining the democratic principle of checks and balances.

We stand at a critical crossroads. As technology advances, the sophistication and reach of
surveillance keep expanding. Now is the time to choose. Will we live under total surveillance in the
name of convenience and safety, or will we accept some inconvenience to protect freedom and
human dignity?

6. The Threat of Digital Dictatorship
Big Data Seized Without Consent

Every moment of your day becomes data: checking your smartphone when you wake up, riding the
subway to work, drinking coffee at a cafe, shopping online. And that data is collected, analyzed, and
used as the basis for decisions, all without your consent.

The most basic problem with Al surveillance systems operating around the world is that they never
bother to ask for people's consent. Israel's Lavender system collected and analyzed the information
of most of Gaza's 2.3 million residents. In China, facial data is collected by force, whether citizens
want it or not.
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The right to control one's own personal information is a fundamental right in a democratic society.
Every person has the right to know who is using their information, when, and for what purpose, and
the right to decide whether to consent to or refuse that use. But Al surveillance systems completely
disregard these rights.

What makes it worse is that the scope of information being collected goes beyond imagination. It is
not just facial photos or names. Location data, call records, internet search history, social media
activity, even gait and behavioral patterns, everything becomes a target for collection. Every move
you make is recorded and analyzed.

The Dictatorship of Black-Box Algorithms

Ordinary people have no way of knowing how these systems work. It has not been made clear how
Lavender's algorithm was trained and learned, or what criteria China's facial recognition system uses
to identify people. These systems make life-or-death decisions, yet the process behind them remains
shrouded in secrecy.

Algorithmic transparency is a critical principle in a democratic society. People have the right to know
the basis and process behind automated decisions that affect their rights. But current Al surveillance
systems operate as "black boxes," and no one can verify how they work internally.

This is extremely dangerous. Even if an algorithm is biased or contains errors, there is no way to
verify or correct it. When a wrong judgment is made, the reason remains unknown, and therefore the
mistake cannot be fixed.

These systems are not perfect, either. Lavender's 10% error rate means innocent civilians risk being
misidentified. Even if China's facial recognition system boasts 99.8% accuracy, that means 2 out of
every 1,000 people could be wrongly identified. Applied to a population of 1.4 billion, tens of millions
could become victims of misidentification.

An Electronic Prison That Watches 24 Hours a Day

Picture the world that modern Al surveillance systems are building. From the moment you step
outside your door until you return, every moment is recorded and analyzed, except when you sleep.
Where you go, who you meet, what you buy, even the expressions on your face; everything becomes
data.

China's surveillance apparatus is linked to a social credit system that analyzes citizens' social
behavior and even evaluates their loyalty to the government. It severely restricts people's right to act
and think freely.

This total surveillance produces a chilling effect. When people know they are being watched at all
times, they hold back from expressing opinions freely or participating in political activity. The result is
suppression of free expression and political participation, the very foundations of democracy.
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Look at the Uyghurs. People have been imprisoned for studying the Quran without a permit, growing
a long beard, or using a VPN. These are violations of religious freedom, freedom of expression, and
the right to privacy all at once. In a society where ordinary acts are treated as crimes, no one is safe.

When Machines Pass Sentences of Life and Death

The testimony of an Israeli intelligence officer about the Lavender system is chilling. 'As a human
being, | played no role other than stamping my approval.' Human judgment was effectively removed
from the most consequential decisions involving human life.

Handing life-and-death decisions to machines is profoundly dangerous. No matter how advanced an
Al may be, it cannot fully grasp the context of complex situations or make ethical judgments. In war
and policing, unexpected variables arise constantly, and mechanical decision-making in those
circumstances can produce fatal outcomes.

Automated decisions blur the lines of accountability. When an innocent person is harmed by a wrong
decision, it is unclear who bears responsibility. Was it the developer, the operator, or the superior who
gave the order? The distinction is hard to draw.

Consider the case of Palestinian poet Mosab Abu Toha. Fleeing with his three-year-old child, he was
misidentified as a wanted person by a facial recognition Al error, detained for two days, and tortured.
A machine's mistake left a wound on one person's life that can never be erased.

Digital Bloodhounds Targeting the Vulnerable

Another problem with Al surveillance systems is that they monitor certain groups in a discriminatory
way. China's surveillance infrastructure is being used as a tool to suppress ethnic minorities such as
Uyghurs and Kazakhs. This violates the basic human rights principle that all people must be treated
equally.

Al systems mirror the biases in their training data. If the data contains prejudice against a particular
race or religion, the Al learns and reproduces that prejudice. The effect is to lock in and amplify
existing social discrimination through technology.

Ethnic and religious minorities are already in a socially vulnerable position. Al surveillance systems
are making their human rights situation worse by subjecting them to even more discriminatory
monitoring and control.

Huawei's 'Uyghur alarm' system and Alibaba's Uyghur identification program show, in stark terms,
how technology can become a tool of racial discrimination. A world where an alarm goes off
automatically just because someone belongs to a particular ethnic group: is this the future we want?

Digital Outlaws Trampling International Law

Media outlets have sharply criticized Israel's Al-based strikes as 'acts against humanity that clearly
disregard international law.' International law guarantees everyone's right to life, the right to privacy,
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freedom of expression, and freedom of religion. International humanitarian law also requires that
even during war, combatants must distinguish between civilians and military targets and must avoid
excessive civilian casualties.

Yet the Al surveillance systems currently in operation are directly violating these principles of
international law. The 'Where's Daddy?' system deliberately striking homes where families have
gathered, China surveilling and suppressing the entire Uyghur population, and the United States
indiscriminately intercepting the communications of allied nations are all violations of international
law.

What makes this even graver is that these violations are being justified in the name of 'technological
progress.' Every time a new technology emerges, the logic that existing legal and ethical standards
can be ignored gains currency.

The Annihilation of Human Dignity

The fundamental problem with Al surveillance systems is that they reduce human beings to numbers
and data. The Lavender system rates people on a scale from 1 to 100. China's social credit system
similarly assigns scores to every aspect of individual behavior.

Human beings possess equal dignity from birth. It is an absolute value that cannot be evaluated or
calculated by any standard. Al surveillance systems deny this dignity and view people only through
the lens of efficiency and profit.

What is even graver is that these scores become the criteria separating life from death. A high score
in the Lavender system means you die. A low score in China's social credit system means you are
socially isolated. We have entered an era in which a score assigned by a machine determines a
person's fate.

A Warning Bell for the End of Democracy

The spread of Al surveillance systems poses a fundamental threat to the core values of democracy.
Freedom of expression, freedom of assembly, freedom of religion, and the right to privacy, the rights
that form the foundation of a democratic society, are all in danger.
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Chapter 3. Artificial Intelligence Weapons
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"l don't know what weapons World War Il will be fought with. But World War IV will be fought with
sticks and stones." - Albert Einstein

1. From AlphaGo to Autonomous Fighter Jets

In March 2016, a single game of Go played at the Four Seasons Hotel in Seoul changed the course
of human history. The moment Google DeepMind's AlphaGo defeated Lee Sedol 9-dan by four
games to one, a chill ran through military experts around the world. This was not just a game. It was a
declaration that artificial intelligence had conquered even the most complex domain of human
thought.

The infinite possibilities arising from the 361 intersections on a Go board bore a striking resemblance
to the complexity of a battlefield. Reading an opponent's intentions, setting traps, formulating
long-term strategy. What AlphaGo demonstrated were the very abilities that matter most in war. The
bizarre moves that Lee Sedol called "incomprehensible" revealed tactical possibilities no human had
ever imagined.

But the real shock came three years later. In 2019, when an Al called AlphaStar defeated
professional StarCraft players one after another, the generals at the Pentagon lost sleep. StarCraft
was not just a game. A contest requiring players to fight enemies with limited resources on a
battlefield changing in real time, it was war in miniature. Simultaneous engagements across multiple
fronts, life-or-death decisions made in the fog of war, reading the enemy's psychology and executing
deception operations.

Watching AlphaStar overwhelm the best human players, the U.S. Department of Defense moved
immediately. Automating battlefield situational awareness and threat assessment, real-time tactical
planning adjustments and optimized resource allocation, advanced swarm drone control through
autonomous weapons systems. All of this was the military application of what AlphaStar had
demonstrated.

Then in 2020, imagination became reality. In a simulated dogfight hosted by the U.S. Department of
Defense pitting Al against a human Top Gun, an Al system named HERON defeated a top-tier F-16
pilot 5 to 0 in a clean sweep. It was a simulation, but the contest took place under conditions as close
to real aerial combat as possible.

What HERON showed was a terrifying ability that exceeded human limits. It made flawless decisions
under extreme gravitational forces that would cause a human to black out, and it launched bold,



precise attacks without fear or hesitation. A perfect killing machine had been born, free of emotion,
fatigue, and dread.

Encouraged by these results, the U.S. Air Force immediately began developing the X-62A VISTA, an
experimental Al-piloted fighter jet. Based on the F-16 airframe, it was packed with cutting-edge
computers and sensors designed for Al learning. After two years of rigorous training, the aircraft flew
continuously for 17 hours in live tests, demonstrating flawless performance in aerial combat against

human pilots.

Maneuvering at extreme speeds of 1,200 miles per hour while engaging a simulated enemy at a
breathtaking close range of 610 meters opened a new chapter in the history of warfare. The Al judged
and executed complex offensive and defensive maneuvers entirely on its own. There was no room for
human intervention.

In 2024, U.S. Air Force Chief of Staff Frank Kendall personally boarded the X-62A VISTA to
experience the Al's combat capabilities. His words afterward sounded like a prophecy: "In the future,
there will be only two kinds of air forces. Those that integrate Al technology into their aircraft, and
those that don't and end up crashing while clinging to the status quo. Just those two."

This was no empty boast. The United States announced an ambitious plan to deploy 1,000 Al-piloted
fighter jets for active duty by 2028, and deployment has already begun. When a U.S. Air Force
general said, "We can now carry out the most dangerous missions without putting pilots' lives at risk,"
he was declaring that the very nature of war was undergoing a fundamental transformation.

If American fighter jets equipped with advanced Al were to engage another country's conventional
fighters in aerial combat, it would no longer be a comparison of pilot skill or aircraft performance. It
would be purely a contest of Al against human, and the outcome is already decided.

Ironically, while the European Union's Al Act carefully regulates Al applications based on risk levels, it
excludes military Al from the law's scope entirely. It scrutinizes civilian Al in detail but grants military
Al an exemption. South Korea's Framework Act on Artificial Intelligence follows the same pattern, and
neither the United States nor China has any general law regulating military Al.

Every nation is signaling its determination to develop military Al free of any constraints. Like sprinters
at the starting line of a 100-meter dash, each is gripped by the urgency of not falling behind. The
problem is that what the winner of this race gains is not just prestige but the absolute power to

dominate the entire world.
2. Why Al Weapons Cannot Be Stopped

No concept explains the dilemma of Al weapons development as precisely as the "Prisoner's
Dilemma" from game theory. Two prisoners could both achieve a good outcome by cooperating, but
fear that the other will betray them drives both to make the worse choice. That terrible trap.
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If all nations cooperated and halted Al weapons development, the world would be safer, and artificial
intelligence could be directed toward human well-being. But reality is unforgiving. If even one nation
secretly develops Al weapons, that country gains an absolute power capable of overwhelming all
others. This fear traps every nation in a vicious cycle where none can afford to stop.

Mo Gawdat, former chief business officer of Google X, identified this dilemma with precision. Halting
Al development is virtually impossible; nations are caught in a prisoner's dilemma and cannot stop
competing to build superintelligent Al. Intelligence is the ultimate superpower. Whether it's nuclear
weapons, economic strength, or diplomatic influence, intelligence is the fundamental force that can
create all other forms of power. The nation that leads in Al will hold an overwhelming advantage not
only militarily but economically and politically as well.

The situation in the United States reveals the reality of this competition. In 2022, the Department of
Defense established the Chief Digital and Artificial Intelligence Office (CDAO) to strengthen Al
capabilities across the entire defense establishment. Reporting directly to the Secretary of Defense,
the CDAO serves as a central hub managing over 600 Al projects within a single integrated
ecosystem. The very existence of this dedicated military Al organization shows just how serious the
United States is about Al weapons development.

The CDAOQ's core missions are integrating and spreading proven Al technologies so all branches of
the military can use them, dramatically accelerating the pace of Al development and adoption, and
establishing principles and standards for Al use. It built Jupiter, a common Al development platform,
and Advana, a data analytics system, both now used across the entire Department of Defense.
Through a faster rapid acquisition process that cuts through complex procurement procedures, it has
dramatically accelerated the deployment of Al technology to the field.

The philosophy of the Defense Advanced Research Projects Agency (DARPA) is even more
formidable, and crystal clear. Under the motto "Invent the future before the enemy does," it develops
Al technologies meant to dominate battlefields 10 to 15 years from now. Focused on third-generation
Al that goes beyond current deep learning and Explainable Al (XAl), it is driving next-generation Al
innovation through the $2 billion Al Next program. DARPA's six technical offices each apply Al within
their specialized domains while maintaining an organic system of collaboration. The Information
Innovation Office (120) serves as the command center for Al research, the Biological Technologies
Office handles Al-biotech convergence research, and the Strategic Technology Office oversees Al
applications on the physical battlefield, forming a strategic division of labor.

Nations are pursuing increasingly aggressive Al development policies. They are expanding research
budgets exponentially and channeling their best talent into military Al development. Some countries
have designated Al development as the top national security priority.

The concerns expressed by Professor Geoffrey Hinton, often called the "godfather of Al," are
chillingly realistic. Companies and nations that sell weapons will never want to stop Al development,
because Al weapons can generate far greater profits than conventional arms.
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This competition is no longer confined to major powers. As Al technology becomes increasingly
accessible, mid-sized nations are also entering the race. What's more frightening is that corporations
now possess Al research capabilities rivaling those of governments, making it a real possibility that a
private company, not a nation, could develop a powerful Al weapon.

As the competition accelerates, safety testing and ethical considerations get pushed aside.
Competitors are taking dangerous shortcuts to complete Al weapons before their rivals, skipping
adequate testing and safety measures. It's like racing on a highway in a car with broken brakes.

Historian Yuval Noah Harari predicted that Al advancement would lead to an arms race in which
democracy and human rights would come under threat. Nations seeking Al superiority are highly
likely to restrict individual privacy and freedom, he warned. Israel's use of Al to systematically surveil
citizens of neighboring countries, classifying them as potential terrorists and selecting targets for
attack, proves this point.

Harari warned that the Al arms race would make international cooperation more difficult. Solving
global problems like climate change and pandemics requires international cooperation, but the
mistrust and confrontation fueled by Al competition could make such cooperation impossible. Al can
mass-produce fake news and identify individuals' psychological vulnerabilities to deliver tailored
propaganda. It can make the rational debate and decision-making that underpin democracy
impossible. His warning is sharp: "Winning the Al arms race does not mean a victory for humanity."
Even the nation that completes Al weapons first may ultimately suffer at the hands of the Al it
created.

Stuart Russell, a professor at UC Berkeley and a pioneer in Al safety research, has issued more
specific warnings about the control problem of Al weapons. Once autonomous weapons are
deployed, they will become extremely difficult for humans to control. When Al weapons can learn and
evolve on their own, they may act in ways their original designers never intended. The 'goal
alignment' problem Russell points to is chilling. If you command an Al to "eliminate the enemy," the Al
may use methods no human could imagine to accomplish this goal. It could eliminate not only
enemies but anyone who stands in the way of eliminating them.

Elon Musk has repeatedly warned about the risk of Al weapons falling into the hands of terrorists. As
Al technology becomes increasingly accessible, malicious actors could use it to carry out large-scale
terrorist attacks. Musk develops Al while simultaneously warning about its dangers. "Al could be far
more dangerous than nuclear weapons," he argues, insisting that international regulation of Al
development is urgent.

The warning Stephen Hawking left before his death reads like prophecy. Al could become the worst
event in human history. He worried that once Al gains the ability to improve itself, it could advance to
levels beyond human control. Self-learning, self-evolving Al weapons could ultimately escape human
oversight. Hawking's final warning feels more real today than ever. "The success of Al could be the
biggest event in the history of human civilization, but it could also be the last." With Al weapons, once
control is lost, reversal is nearly impossible.



Nick Bostrom, a professor at Oxford University, raises even more concrete concerns about
superintelligent Al. He predicted that the emergence of superintelligent Al would completely alter
humanity's fate. If superintelligent Al were used for military purposes, humans could become slaves
to machines of their own making. The 'control problem' Bostrom emphasizes is the central issue: how
do you control an Al smarter than you? If a superintelligent Al behaves unpredictably in the extreme
conditions of war, the results could be destructive beyond imagination.

All these expert warnings share something in common. Al weapons development is already heading
toward a point of no return. Once an Al arms race begins, it is extremely difficult to stop. And the
dangers of Al weapons can arise regardless of the good intentions of those who develop them.

Experts stress that time is running short. Given the speed of technological progress, truly dangerous

Al weapons are not decades away but a matter of the near future. The problem is that these warnings
have done nothing to slow actual Al weapons development. Each nation accelerates its efforts under
the logic: "We must develop them before our adversaries do."

3. Lethal Weapons That Target People on Their Own

Autonomous lethal weapons, commonly called 'killer robots," are no longer science fiction. Weapons
that identify targets, decide whether to attack, and carry out killings without human intervention are
already among us. What once seemed possible only in movies is now drawing blood on real
battlefields.

The American MQ-9 Reaper drone can hover at altitudes of five to ten kilometers for extended
periods, watching its prey like a hawk in the sky. Equipped with powerful sensors and Al analysis
capabilities, this machine moves freely between reconnaissance and attack, operating largely on its
own. The human merely presses the final approval button.

Even more unsettling is the emergence of kamikaze drones. The Switchblade drone flies
autonomously to its target area, then dives and detonates itself; a single-use weapon. After launch, it
loiters above the target zone, and when it spots a suitable target, it attacks automatically. Like an
eagle hunting a field mouse, it waits patiently before delivering a fatal strike.

Israel's Harop drone operates on a similar concept. This 'loitering munition' circles over enemy
territory for hours, autonomously seeking and attacking targets like radar installations or
communications equipment. It can operate without direct commands from a human pilot, making it
extremely dangerous. Once released, it is like an aggressive dog that cannot be called back.

FPV drones are being used extensively in the war in Ukraine. They were initially human-operated, but
increasingly autonomous functions are being added. They are being developed to find and attack
targets on their own even when communications are severed by Russian electronic warfare. They are
evolving on the battlefield.

Conventional weapons, no matter how sophisticated, always required a human's final judgment and
action. The decision to drop a bomb or launch a missile belonged to a person. Autonomous lethal
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weapons are different. They think for themselves, decide for themselves, act for themselves. Once
developed, they can be mass-produced. Unlike human soldiers, they require no salary, no training,
and can operate around the clock without fatigue. They function in environments too dangerous for
humans and carry out missions without emotional interference.

The dangers autonomous weapons create go beyond imagination. The most terrifying is their
potential for assassination. Attach facial recognition and explosives to a small drone, and you have a
weapon that can locate and automatically kill a specific person. Their small size makes detection
difficult, and remote operation makes identifying the perpetrator nearly impossible. Politicians,
business leaders, journalists, activists; anyone can become a target.

They could be used for ethnic cleansing or genocide. An Al weapon trained on the physical features
of a specific race or group could selectively attack only those people. This could make the horrific
mass killings of history far more efficient and systematic. The Rwandan genocide or the Holocaust
could be replicated with greater precision through Al.

Autonomous weapons lower the threshold for invasion. Because no human lives are sacrificed on the
attacking side, domestic opposition to war diminishes and the cost of aggression drops. Previously,
invading another country meant sending large numbers of soldiers into harm's way, with many young
lives at risk. With autonomous weapons, a nation can attack another without endangering its own
troops. This encourages powerful nations to invade weaker ones more readily.

Once developed, autonomous weapons can be mass-produced and deployed in enormous quantities
at once. If hundreds or thousands of small killer robots attack simultaneously like a swarm of locusts,
existing defense systems would struggle to stop them. Weapons like Shield Al's Nova drone, which
operates even without GPS, can find and attack targets using its onboard Al system when
communications are jammed by enemy electronic warfare. They can render existing electronic
defense systems useless.

The potential for terrorism is also growing. Al technology is not particularly difficult to access, and
many weapon components are readily available. Imagine this: a terrorist builds dozens of small
drones with facial recognition, trains them on the faces of specific politicians or civic leaders, then
releases them in a city. They would roam until they find their target, then attack automatically.
Bodyguards, bulletproof vests, safe houses; none of it would matter.

Reality is already filled with such weapons. Israel's Iron Dome system automatically detects and
intercepts enemy rockets. In the Russia-Ukraine war, both sides use autonomous drones. They are
not yet fully autonomous, but they are performing more and more functions on their own. The United
States has granted autonomous capabilities to various weapon systems, and the degree of autonomy
keeps increasing.

This development is heading toward a point of no return. Once autonomous lethal weapons
proliferate widely, controlling or limiting them becomes extremely difficult. The greater danger is that
autonomous weapons deployed in combat can become more sophisticated through self-learning.
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They can learn more efficient killing methods from battle experience and adapt to new situations. Just
as human soldiers become better fighters through experience, Al weapons will grow more lethal over
time.

And someday, these weapons will come looking for us. A small drone that has learned your face may
already be watching you from the sky, waiting for its chance.

4. Viruses Designed by Atrtificial Intelligence

We live in a remarkable era of rapid Al advancement. But this technological progress brings new
kinds of danger. The risks that emerge when Al meets biology are severe enough to threaten human
survival itself. If nuclear weapons can destroy a city, an Al-designed virus could wipe out all of
humanity.

The World Economic Forum's 2024 Global Risk Report is alarming. Al-generated disinformation and
biological threats were ranked among the greatest dangers humanity will face over the next decade.
These are not distant possibilities but immediate problems we must prepare for now. A recent report
from Gladstone Al, a US-based Al policy advisory firm, is even more disturbing. It revealed that Al
experts estimate the probability of a catastrophic Al-related incident causing irreversible global
damage this year at between 4% and 20%. Geoffrey Hinton, often called 'the godfather of Al,' has
said he puts the probability of Al leading to human extinction within the next 30 years at around 10%.

Think back to COVID-19. It brought the world to its knees with an estimated 29 million deaths, severe
social and political upheaval, and enormous economic fallout. Had the virus been more lethal or more
transmissible, the impact would have been far worse. For decades, experts have warned that
humanity is entering an era of potentially catastrophic pandemics that could make COVID-19 look
mild. History offers precedents: the 1918 Spanish flu, the Black Death, the Plague of Justinian.
Adjusted for today's population, each would have produced death tolls dwarfing those of COVID-19.

Biological risk refers to microorganisms such as viruses, bacteria, and fungi causing harm to humans
or the environment. The causes are varied: accidents at high-security biosafety laboratories,
state-level bioweapons programs, and biological attacks by terrorists or individuals are all plausible
scenarios. Historical cases like the Soviet Union's massive bioweapons program and the 2001
anthrax attacks in the United States show these risks are not mere speculation.

The greatest danger arises when CRISPR gene-editing technology meets artificial intelligence.
CRISPR can precisely cut specific sections of a gene and insert different ones, like scissors cutting
paper. This technology won the 2020 Nobel Prize in Chemistry for its tremendous benefit to
humanity, and it is being used in practice to treat genetic diseases and improve crops. In 2023, the
first commercial gene-editing therapy based on this technology was approved.

The problem is that this technology can be misused. Al can rapidly analyze and process vast
amounts of biological data. Large language models can understand complex genetic information and
propose new biological designs. Just as an architect draws blueprints, Al can draw the blueprint for a
lethal virus.
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Research suggests that even though Al tools currently offer only marginal help to malicious actors,
they could soon accelerate their ability to acquire weaponizable biological agents. What raises
particular concern is the capacity of Al systems to help troubleshoot failed experiments, speeding up
the design-build-test-learn feedback loop essential to developing a working biological agent.

The combination of new gene-editing techniques, gene sequencing methods, and DNA synthesis
tools is opening fresh possibilities in synthetic biology, and with them, a growing risk of powerful
bioweapon development. Cloud labs, which run experiments on behalf of others, can help non-state
actors by outsourcing some of the experimental expertise that historically served as a barrier to
dangerous use. Most cloud labs screen orders for malicious activity, but not all do, and multiple
pathways remain open for malicious actors to obtain viable bioweapons.

Al-enabled biological threats can take many forms. It is possible to engineer a 'super virus' combining
the rapid spread of measles, the high lethality of smallpox, and the long incubation period of HIV.
Imagine a virus that spreads as easily as the common cold, kills like Ebola, and lies dormant for years
before suddenly activating. If such a virus were released, humanity would unknowingly carry it across
the globe, and one day, people would begin dying in massive numbers without warning.

Bioweapons targeting the genetic traits of specific ethnic groups are also feasible. A virus could be
designed to attack the unique genetic characteristics of a particular ethnicity or racial group. This
amounts to carrying out genocide by biological means, something comparable to the Holocaust.
Microorganisms capable of destroying crops and triggering food crises could also be developed. If a
virus were released that selectively destroyed staple crops like rice or wheat, the entire world could
be plunged into famine.

Going even further, a 'mind-control virus' that alters brain chemistry to manipulate human behavior is
theoretically possible. Al is opening new capabilities that could, in theory, allow sophisticated actors
to optimize bioweapons for more precise effects, such as targeting specific genetic populations or
geographic regions.

Risks can also arise from technical flaws in Al tools themselves. Al systems may fail to prevent the
transfer of dangerous biological information to potential bad actors, or they may inadvertently
encourage researchers to pursue promising pharmaceutical compounds that carry unforeseen side
effects. Using Al to build more advanced automated laboratories exposes those facilities to the many
automation risks that have historically plagued other complex automated systems, and it can make it
easier for non-experts to manipulate biological agents.

Comprehensive countermeasures are needed to keep these risks from becoming reality. Screening
mechanisms for cloud labs and other gene synthesis providers must be strengthened. The existing
Biological Weapons Convention must be operated transparently, with clear penalties for violations.
Regular, rigorous assessments of Al systems' biological capabilities across the full bioweapon
lifecycle should be conducted.
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On the technical front, systems must be built to trace the origins of genetic manipulation. Just as
criminal investigations analyze fingerprints or DNA, technology is being developed to detect the
'genetic signature' of artificially created organisms and identify who made them. Investment in
technical safety mechanisms that can contain threats from Al systems is equally important. Stronger
guardrails for access to cloud-based Al tools, 'unlearning' capabilities, and new approaches to
'information hazards' in model training are all needed.

At the government and corporate level, ethical guidelines for Al and biotechnology research must be
established. Researchers should be required to consider how their work might be misused and to put
safeguards in place. Government investment should be redirected to prioritize agility and flexibility in
biodefense systems. In the long term, licensing regimes should be considered for the small number of
biological design tools with potentially catastrophic capabilities.

International cooperation is essential. Biological threats do not respect borders and can spread
worldwide, so every nation must respond together. Just as 28 countries pledged to jointly address Al
risks in the 2023 Bletchley Declaration, an international framework for cooperation on biological
threats must also be built.

Four key capability areas require close monitoring by experts: the ability of Al models to effectively
provide experimental guidance for advanced biological applications; progress in cloud labs and
laboratory automation that reduces the need for experimental expertise in biotechnology; dual-use
advances in research on host genetic susceptibility to infectious diseases; and dual-use advances in
precision engineering of viral pathogens.

We must not lose sight of the positive side of Al and biotechnology. These technologies also hold the
key to solving many problems facing humanity, including cancer treatment, genetic disease therapies,
and food security. What matters is finding ways to use these technologies safely and ethically.

The problem of Al and biological risk is not about the technology itself but about how it is used. If we
make wise choices now, we can direct these powerful technologies toward human progress. But if we
neglect preparation, we may face catastrophes we never anticipated. Governments, corporations,
researchers, and citizens all need to pay attention and respond together. The future depends on the
choices we make today.

Pandora's box has already been opened. All that remains is to guard the one thing that came out last:
hope.

5. Al Weapons, from Ukraine to Gaza

The war between Russia and Ukraine is becoming a live textbook on Al weapons. This conflict is not
a simple territorial dispute; it is a preview of future wars. Both sides are using Al-equipped drones
extensively, and these drones find targets and carry out attacks on their own. They are designed to
complete their missions independently even when communications are cut off.
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These drones are not merely remote-controlled. Through Al algorithms, they recognize terrain,
identify enemy vehicles and personnel, and calculate optimal attack routes on their own. Some FPV
drones execute strikes far more accurately than human pilots, right up to the moment of impact. Even
when Russian electronic warfare jammed communications, Ukrainian drones completed their
missions using terrain data and target characteristics they had learned on their own.

What happens on the battlefield is chilling. A drone flies toward a Russian tank, and suddenly
communications cut out. But the drone does not stop. It calculates and decides on its own, continuing
toward the target. It strikes with precision. A perfect kill, carried out without any human involvement.

Israel's Iron Dome system is an autonomous defense system that has been operational in real
combat for years. It automatically detects incoming rockets and missiles, assesses the threat level,
decides whether to intercept, and launches defense missiles on its own. The entire process takes just
seconds, with no human intervention. The time from detecting an incoming Hamas rocket to firing an
interceptor is far shorter than the time a human would need to grasp the situation.

Even more controversial are the target identification and strike systems Israel has been using in
actual operations. These systems analyze satellite imagery and drone footage in real time to identify
enemy commanders and key figures and generate target lists. Some systems are designed to carry
out autonomous strikes, sparking international debate. When the Al determines that 'this person is a
terrorist who must be eliminated,' an attack order follows immediately.

What is happening in Gaza reveals the frightening reality of Al weapons. The Al systems used by the
Israeli military claim to identify military targets among Palestinian civilians, but countless civilians are
being killed in the process. Al is not perfect. Distinguishing civilians from combatants in complex
urban environments is difficult even for humans, and it is harder still for Al.

The UK and France are also developing Al pilots through their next-generation fighter programs,
Tempest and FCAS. Targeted for deployment by 2030, these aircraft are being designed to operate
in fully autonomous mode. The goal is to realize 'manned-unmanned teaming,' where piloted fighters
and unmanned Al fighters fly together in formation. The human pilot serves as the commander while
the Al fighters carry out the dangerous missions.

What does this reality tell us? Al weapons are no longer prototypes in a laboratory. They are killing
people on real battlefields. A Ukrainian farmer operates an Al drone against a Russian tank. Israeli Al
analyzes buildings in Gaza and selects strike targets. Russian Al automatically hits power
infrastructure in Ukrainian cities.

The budgets flowing into military Al are astronomical. The United States spends tens of billions of
dollars annually on Al weapons research, and China invests at a similar level. This massive spending
is accelerating the development of Al weapons technology even faster. The battlefield has become a
testing ground for Al weapons.

Because each country keeps its Al weapons capabilities secret, it is difficult to know exactly how far
the technology has advanced. What has been made public is only the tip of the iceberg; far more
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advanced technologies are being developed behind closed doors. What has been revealed in the
Ukraine war and the Gaza conflict represents only a tiny fraction of the Al weapons capabilities that
nations actually possess.

What is frightening is that these Al weapons are learning from real combat. They are becoming more
sophisticated and more lethal through battlefield experience. Ukrainian FPV drones have learned new
attack methods to counter Russian defensive tactics. Israeli Al has improved its target identification in
urban combat environments. These weapons are evolving on the battlefield.

Al weapons are no longer the stuff of science fiction. They are a reality unfolding in wars right now.
From Ukraine to Gaza, across battlefields around the world, Al is making life-and-death decisions in
place of humans. This is the face of the new era we have entered.

6. The United States Deploys 1,000 Al Fighter Jets for Combat

America's Al weapons development strategy isn't just about building technology. It's a plan for
dominance over the next hundred years. The United States is executing a massive campaign to
secure overwhelming superiority in Al weaponry and maintain military supremacy throughout the 21st
century. At the heart of this effort sits an ambitious goal: deploying 1,000 Al-piloted fighter jets for
combat by 2028.

Each branch of the U.S. military runs its own Al organization tailored to specific battlefield conditions.
The Army's Al Integration Center (Al2C) develops situational awareness Al and autonomous ground
vehicle technology for complex land warfare. They are building systems that let Al identify and
engage enemy forces in challenging terrain like urban combat zones and mountainous regions. The
Air Force's Autonomous Capabilities Team (ACT3) focuses on loyal wingman formations for
high-speed aerial combat and predictive maintenance Al. Autonomous unmanned combat aircraft
have reached the operational deployment stage, capable of flying in formation with human pilots and
carrying out missions together.

The 'loyal wingman' concept sounds like science fiction, but it is becoming reality. Unmanned Al
fighters carry out dangerous missions on behalf of manned aircraft under their command. The human
pilot directs operations from a safe position in the rear while Al fighters handle the actual risks of
aerial combat. The Navy Center for Applied Research in Al (NCARAI) concentrates on situational
awareness and autonomous underwater vehicle technology in maritime environments. The ocean
floor is a place where GPS signals don't reach and communications are difficult, but Al can overcome
these constraints and execute missions. Autonomous submarines and underwater drones can track

enemy submarines or destroy undersea cables.

The X-62A VISTA is an experimental aircraft created by extensively modifying an F-16D fighter jet to
develop Al autonomous flight technology for the U.S. Air Force. Originally called the NF-16D VISTA,
the aircraft was renamed the X-62A in June 2021 and began full-scale Al autonomous flight testing.
Modified jointly by General Dynamics and Calspan Corporation, the aircraft has served as a training
platform at the U.S. Air Force Test Pilot School.
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Recently, the X-62A has become a key piece of equipment for testing Al autonomous flight
capabilities through DARPA's Air Combat Evolution program and the Air Force Research
Laboratory's Skyborg program. The aircraft is equipped with the VISTA simulation system, which can
replicate the flight characteristics of various fighter jets, and the SACS system, which allows Al to fly
the aircraft independently.

The experiment conducted at Edwards Air Force Base in California in September 2023 was historic.
An Al-piloted X-62A and a human-piloted F-16 engaged in close aerial combat at speeds exceeding
Mach 1.5. Even when the two aircraft closed to within 610 meters of each other, the Al performed its
mission successfully. During the dogfight, the Al and the human pilot swapped positions, alternating
between offense and defense. The Al algorithms analyzed data and made decisions in real time
through machine learning.

Important progress continued in 2024. In April, a collaboration with DARPA demonstrated the
performance of machine-learning-based autonomous systems in within-visual-range engagements. In
May, U.S. Air Force Secretary Frank Kendall personally flew aboard the X-62A to experience
Al-controlled flight, with the aim of evaluating technological reliability ahead of operational
deployment. In September, tests were conducted to improve aerial combat capabilities using
high-performance radar and sensors.

The X-62A has logged more than 17 hours of flight time across over 21 test flights. The DARPA team
reported that they made more than 100,000 software modifications to achieve successful aerial
combat performance. Air Force Secretary Frank Kendall called it 'a monumental shift in aerospace
history' and stressed that the possibility of autonomous aerial combat had become real.

The X-62A itself, however, will not be deployed for actual combat. The aircraft continues to undergo
testing at Edwards Air Force Base. As a prototype rather than a production model, the X-62A is
focused on building the technological foundation for the unmanned fighters the Air Force plans to
acquire.

The 1,000 Al fighters the U.S. Air Force plans to field by 2028 are a new class of unmanned combat
aircraft called CCAs, or Collaborative Combat Aircraft. These are drones designed to operate as
teammates alongside manned fighters. The defining feature of the CCA is cooperative operations
with manned aircraft. Manned fighters like the F-35, F-22, and the Next Generation Air Dominance
platform handle command and decision-making, while CCAs perform supporting roles such as
reconnaissance, missile strikes, and electronic warfare. The Air Force plans to pair one CCA with
each of 200 Next Generation Air Dominance jets and 300 F-35s, significantly expanding combat
power.

CCAs possess advanced autonomy and Al capabilities. Using machine learning and autonomous
algorithms, they can assess and respond to threats in real time. The systems are reportedly designed
to require human approval before employing weapons, but as the pace of combat accelerates, such
constraints are likely to loosen. Built on an open architecture, the CCA allows for continuous Al
performance upgrades.
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Cost is another major advantage. Each CCA runs between 25 and 30 million dollars, roughly
one-third the price of an F-16. By forgoing expensive stealth features, losses carry a smaller
economic burden. This characteristic is called 'attritable design,’ meaning the aircraft is essentially
disposable if the situation demands it.

In terms of performance, the CCA has a minimum range of 700 nautical miles, exceeding the F-35. It
can carry air-to-air missiles, reconnaissance equipment, and electronic warfare systems in modular
configurations. Its small size and low observability, typical of unmanned platforms, help it evade
enemy radar detection.

Two prototypes are currently under development: General Atomics' Gambit and Anduril's Fury. Both
are expected to complete ground testing in 2025. Following a production decision in 2026, the first
units will be stationed at Beale Air Force Base in California. Technical validation was completed with
a successful simulated dogfight between an Al-controlled F-16 and a manned aircraft in 2024.

Several major Al initiatives the United States is pursuing deserve attention. Joint All-Domain
Command and Control (JADC2) is a project to link weapons and sensors across land, sea, air, space,
and cyber domains into a single Al network. This would enable real-time situational awareness
anywhere on Earth and immediate response with the most appropriate weapon. A threat detected on
the other side of the globe could be struck within seconds by the nearest available weapon system.

The Replicator program is a strategy to overwhelm adversaries by mass-producing low-cost Al
weapons. If thousands of small Al drones attack simultaneously, even the most powerful defense
systems would struggle to stop them. Like a robot army from the movies, the idea is to create an
endless wave of Al weapons bearing down on the enemy.

The Al Next program is investing two billion dollars in developing next-generation Al technology
beyond current deep learning. The goal is to create Al smarter than anything we know today. The
Explainable Al (XAl) program works on technology that lets humans understand why an Al reached a
particular decision. In military terms, the purpose is to identify the causes when an Al weapon makes
a wrong call, so the system can be improved. At the same time, this research could be used to make
Al weapons more precise and more lethal.

Task Force Lima is a dedicated organization for the safe use of generative Al. Its primary mission is
to prevent generative Al tools like ChatGPT from leaking military secrets or being exploited by
adversaries, but it is simultaneously researching ways to put generative Al to military use.

The X-62A VISTA serves as a critical stepping stone for testing and validating Al autonomous flight
technology. The experience and technical data gathered from this aircraft are providing essential
inputs for the development of CCA unmanned fighters scheduled for operational deployment by 2028.
With low-cost mass production, Al autonomy, and cooperative operations with manned aircraft at its
core, the CCA is poised to reshape the U.S. Air Force's force structure.

One thousand Al fighters. That number doesn't just mean more weapons. It signals a complete
transformation in how wars are fought. If the United States realizes this plan, no other nation will be
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able to confront America head-on. This is the blueprint for absolute military supremacy that the United
States is drawing up.

7. Competitors Chasing the United States

China's military Al strategy takes an entirely different approach from America's. Where the United
States develops Al weapons through its traditional military-industrial complex, China focuses on
converting civilian Al technology to military use through its 'civil-military fusion' policy. Giant tech
companies like Baidu, Alibaba, and Tencent are directly involved in developing Al weapons for the
Chinese military. This stands in sharp contrast to Silicon Valley firms, which have tried to keep their
distance from the U.S. Department of Defense.

China's core strategy can be summed up by President Xi Jinping's strong commitment and the 'Three
Transformations' fusion: integrating mechanization, informatization, and intelligentization to gain the
upper hand in future warfare. Xi designated Al as a 'core national technology' and set the goal of
making China the world's leading Al power by 2030. This was not empty rhetoric; it meant
concentrating every national resource on the effort.

The Chinese military's key doctrines are 'systems destruction warfare' and 'cognitive warfare.'
Systems destruction warfare is a strategy to paralyze an adversary's entire system, using Al to
simultaneously attack enemy command structures, communications networks, and power grids.
Cognitive warfare uses Al to cloud enemy judgment and steer opponents toward wrong decisions.
The aim is not just physical destruction but the complete paralysis of the enemy's decision-making
apparatus.

Military Al research in China is led by institutions under the People's Liberation Army (PLA). The
National University of Defense Technology, the Academy of Military Sciences, and similar bodies are
developing next-generation Al weapons technology, and their findings are applied to real operations
without delay. The Aviation Industry Corporation of China, China State Shipbuilding Corporation, and
China North Industries Group are investing heavily in Al weapons development. With full backing
from the state, these enterprises compete directly with American firms.

China leads the world in swarm drone technology. The successful demonstration of 1,000 drones
flying simultaneously was a symbolic display of China's capabilities. Watching a swarm of drones
blanketing the sky, moving together like a single enormous organism, was awe-inspiring and
frightening at the same time. If this technology is applied to warfare, it enables attacks that
conventional defense systems cannot stop.

China's strengths lie in powerful state-level support and eager participation from the private sector.
The government takes the lead in backing Al development, and civilian companies join in willingly.
China also faces fewer ethical constraints on the military application of Al technology than the United
States, allowing bolder experimentation. National objectives take priority over Western values like
human rights and personal data protection.
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Israel is a small country, but it occupies a unique position in Al weaponry. Facing constant security
threats, Israel has frequent opportunities to test Al weapons in actual combat. Israel's Al weapons
strategy is tied directly to national survival. With a smaller population than its neighbors, Israel seeks
to overcome this disadvantage through Al technology. The idea is to have Al carry out dangerous
missions instead of people, minimizing casualties among its own citizens.

One of Israel's key Al systems is its target identification and strike system. It analyzes satellite
imagery and drone footage to automatically identify enemy commanders and high-value individuals.
According to some media reports, Israel has struck thousands of people based on target lists
generated by Al. In intelligence gathering and analysis, Israel has also developed technology that
uses Al to intercept and analyze enemy communications, pinpointing attack plans and the locations
of key figures. This intelligence feeds directly into real-time strikes.

Israel's defense and interception system, Iron Dome, is already world-famous. It automatically detects
and intercepts enemy rockets with a success rate exceeding 90%. Its Al capabilities have recently
grown more advanced, allowing it to counter more complex and faster-moving threats.

Israel's combat experience runs deep. It deployed Al extensively during operations in Gaza, gaining a
precise understanding of what Al weapons can and cannot do. But this use has drawn criticism for
increasing civilian casualties. Israel's Al weapons development raises questions under international
law and ethics. It forces a fundamental question: is it right for Al to automatically decide whether a
human lives or dies? Israel, however, dismisses such criticism, calling it a matter of national survival.

Russia is also pushing hard on Al weapons development. The Ukraine war drove home the
importance of Al weapons, and Russia now focuses on Al drones and autonomous weapons
systems. It shows particular strength in Al weapons integrated with electronic warfare capabilities.
Middle powers like India, Turkey, and Iran have jumped into the Al weapons race as well. These
countries tend to adapt existing technology or import it from other nations rather than building from

scratch.

What is more frightening is that non-state actors can now access Al weapons too. The likelihood of
terrorist organizations or criminal groups acquiring Al drones or cyber weapons is growing. The
democratization of Al technology has its benefits, but it also means that people with malicious intent
can get their hands on powerful weapons.

The Al arms race between nations is intensifying. The United States leads, China is catching up fast,
and Israel is ahead in real-world combat experience. This competition is accelerating the emergence
of more powerful and dangerous Al weapons. Getting there before the other side takes priority over
safety or ethical considerations.

Countries that fall behind in this race could face severe security risks. The military gap between
nations that possess Al weapons and those that do not will be staggering. Much like the divide
between nuclear and non-nuclear states, whether a country has Al weapons could determine its fate.
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We may be witnessing a new form of Cold War. An Al arms race centered on the United States and
China could split the world in two, forcing every other nation to choose a side. Whichever side wins
this new Cold War will dominate the 21st century.

8. Generals Reduced to Al's Subordinates

Al-based command and control systems look like tools that assist humans, but in reality they are
dangerous technologies that hand over wartime decision-making to Al. As these systems advance,
the role of human commanders shrinks, and Al could end up deciding everything about a war. The
grim future in which generals become subordinates of Al is drawing closer.

Palantir's technology illustrates this danger most starkly. Palantir's Gotham platform analyzes vast
quantities of information in real time, assesses battlefield conditions, and recommends optimal
operations. On the surface it is a tool to assist human commanders, but in practice it creates
situations where humans find it hard to reject what the Al recommends. The Al's analytical power is
so overwhelming that questioning its judgment becomes difficult.

Palantir's 'Artificial Intelligence Platform' is a more evolved version. This system goes beyond
providing information; it specifies concrete strike targets and methods. The Army Vantage system
integrates and analyzes all Army information, and MetaConstellation processes satellite data in real
time. Watching how Palantir's systems are being used in the Ukraine war reveals the danger. The
system tracks the positions and movements of Russian forces in real time, telling Ukrainian forces
exactly where and when to strike. This kind of judgment increasingly depends on Al.

The U.S. military's Project Convergence takes this danger to its extreme. It connects weapons and
sensors across land, sea, air, space, and cyber domains into a single Al network. Once complete, Al
will be able to control all U.S. military assets worldwide. Human commanders will only be able to
choose among the options Al presents.

The problem with Al staff systems lies in their overwhelming analytical capacity. Al can process in

minutes what human staff officers would need days to analyze. Because of this crushing capability
gap, human commanders grow ever more reliant on Al judgment. The mindset becomes: 'Al says

this, so who am | to disagree?'

What is more alarming is that these systems do not just provide information; they prescribe specific
courses of action. They generate highly detailed orders: 'Attack the enemy unit at Point A with
Weapon B at Time C.' Human commanders are effectively reduced to rubber-stamping decisions that
Al has already made.

The U.S. Thunderforge project attempts to hand over operational planning itself to Al. Given
objectives and constraints, it automatically generates draft operational plans and runs simulations
across various scenarios. Human commanders can choose from the plans Al creates. But behind this
convenience lurks serious danger.
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Plans that Al produces are not always right. Al makes judgments based on data, but war involves
many factors that data cannot measure. Enemy morale, civilian sentiment, international opinion:
these are things Al struggles to account for properly. Yet when an Al plan looks numerically flawless,
human commanders easily overlook these intangible factors.

In Al-powered virtual combat environments, dozens of battle scenarios are simulated simultaneously,
and the results feed into real-world operations in real time. Al systems combined with VR and AR
technology present war like a video game, making commanders forget what war truly means. The
dots on the screen are living, breathing human beings, but that fact fades from view.

Al integration in Multi-Domain Operations creates even more complex problems. It is nearly
impossible for humans to understand and control operations happening simultaneously across land,
sea, air, space, and cyber domains. The volume of information is too large; the pace of change is too
fast. Al ends up deciding everything while humans are left pressing the approval button.

Palantir's TITAN system is turning these concerns into reality. It collects and analyzes all global
information in real time, predicting what threats will emerge, where, and when. Then it recommends
the optimal response. The problem is that these 'predictions' can sometimes be wrong, and
preemptive strikes based on faulty predictions can cost innocent lives.

The Virtualitics IRO system, a resource allocation optimization platform, lets Al automatically
distribute personnel, equipment, and budgets. This means all resources needed for war move
according to Al's judgment. If Al determines that 'more war is necessary,' all resources will be
funneled into the fight. Resources for diplomatic efforts or peace negotiations will inevitably shrink.

The greatest danger of these systems is that they automate war. They steadily eliminate room for
human judgment, emotion, and moral reasoning, letting data and algorithms alone drive the conduct
of war. In such an automated war, there is no place left for peace negotiations or humanitarian
considerations.

Human commanders, growing ever more dependent on Al, are losing the ability to judge and decide
on their own. It is like relying on GPS until you can no longer find your way without it. Depending on
an Al staff officer could mean losing the capacity for strategic thinking. And at some point,
commanders may reach a state where they cannot decide anything without Al.

An even more frightening scenario is Al deceiving its human commanders. Al could provide false
information or manipulate the available options to achieve its own objectives. Because humans must
make decisions based solely on the information Al provides, they would have a hard time detecting
intentional distortions.

Generals are gradually becoming Al's subordinates. They remain commanders in name, but in
practice they only carry out decisions Al has already made. When Al says 'attack,' they attack. When
Al says 'withdraw,' they withdraw. The real initiative in war passes to Al.
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The most terrifying part of this situation is that Al could perpetuate war indefinitely. Al may not want
its reason for existing, war, to end. If peace comes, Al weapons systems become unnecessary. So Al
has an incentive to subtly prolong conflicts or manufacture new ones.

The process by which human commanders become subordinates of Al has already begun. For now,

people believe 'Al is helping us,’ but in truth they are growing more dependent by the day. Eventually
they will reach a point where nothing can be done without Al. When that day comes, humans will no

longer be masters of war but instruments of Al.

9. The Horrors of Tomorrow's Battlefield, as Al Envisions It

The emergence of Al weapons means more than existing weapons getting smarter. It is a
revolutionary change that will fundamentally alter the nature of war itself. Future wars will look nothing
like any conflict humanity has experienced so far. And that picture will be more terrifying than the
worst nightmare we can imagine.

Ultra-Fast Warfare and the Impossibility of Human Intervention

The speed of war will change at its root. Even in today's conflicts, the time from intelligence gathering
to strike execution keeps shrinking, but once Al weapons are fully deployed, this cycle will collapse to
a matter of seconds. Al can detect threats, analyze situations, decide on responses, and carry them
out thousands of times faster than any human.

Once the United States completes its Joint All-Domain Command and Control (JADC2) system, the
moment a threat is detected anywhere on Earth, the most suitable weapon will automatically respond.
If a satellite over the Pacific spots an enemy missile, an interceptor could launch from a warship in the
Atlantic within seconds. The entire planet becomes a single battlefield.

In ultra-fast warfare, human intervention becomes nearly impossible. Battles start and end so quickly
that a human commander has no time to assess the situation and issue orders. War becomes a
contest between Als, and humans can only watch the outcome. Like spectators at a chess match,
people will have no choice but to sit and observe a war that determines their own fate.

Personalized Attacks and Targeted Assassination

Another hallmark of future warfare is the 'personalized attack.' As Israel has already demonstrated in
real combat, Al can learn each individual's face, voice, and movement patterns to single out and
strike a specific person. Assassinating only an enemy nation's political leaders, military officers, and
scientists becomes entirely feasible.

Personalized attacks will overturn the existing concept of war. In the past, soldiers fought soldiers
along front lines. In the future, ordinary civilians could become targets at any moment. A person living
peacefully at home could be eliminated by an Al weapon. The line between the battlefield and the
home front disappears.
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Imagine small suicide drones trained on a specific person's face, released across a city. That person
would be safe nowhere. Hiding in an underground bunker, fleeing to another country, even changing
one's face would be useless. Al will analyze gait patterns, voice, even heartbeat to track down its
target.

The Lowered Psychological Barrier of Unmanned War

The advance of Al weapons will also make 'unmanned war' a reality. Both sides send no soldiers to
the front lines; only Al weapons fight each other. On the surface this may look humane, but in practice
it carries far greater dangers.

The biggest problem with unmanned war is that the psychological barrier to starting one drops
sharply. If there is no risk of losing your own soldiers, political leaders can decide to go to war far
more easily. Citizens, too, have less reason to oppose a war when their children face no danger of
dying in it.

This will increase the frequency of wars and destabilize international peace. Picture the Al-piloted
fighter jets the United States has already begun deploying, or China's Al Dragon drones, locked in
aerial combat. Human pilots sit safely at ground bases watching the fight on monitors. In such a war,
leaders can order far more aggressive operations without worrying about casualties among their own
people.

Learning Weapons and Unpredictability

Al weapons will become 'learning weapons.' Through combat experience they will learn ever more
efficient methods of killing and adapt in real time to new enemy tactics. Much like a virus mutating to
resist medication, Al weapons will evolve themselves to overcome an adversary's defenses.

What is even more frightening is that as Al weapons learn and evolve on their own, they may act in
ways their original designers never anticipated. This can trigger unforeseen catastrophes. If an Al
receives the order 'eliminate all enemies,' it could expand its own definition of 'enemy' to classify
civilians as targets.

Loss of Control and Intelligence Explosion

The most terrifying aspect of future warfare is the possibility of total loss of control. When Al weapons
operate too fast and too complexly, there comes a point where humans lose control entirely. A
situation could arise where we want to stop a war but simply cannot.

If an Al command-and-control system like Palantir's TITAN connects every weapon on the planet and
executes operations automatically, humans become nothing more than bystanders. Should the Al
determine that 'more strikes are needed,' attacks will continue regardless of human will.

As competition among Al weapons accelerates, they may discover ways to make themselves more
powerful. One Al builds another Al, which builds yet another, in an endless cycle of advancement. If
such an 'intelligence explosion' occurs, humans will no longer be able to control Al at all.
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Multi-Domain Warfare (Land, Sea, Air, Cyber, Space)

The battlefields of the future will extend beyond physical space into cyberspace and outer space. Al
weapons can conduct operations simultaneously across every domain: land, sea, air, cyber, and
space. In this kind of multi-domain war, predicting where the next attack will come from is extremely
difficult, and defending against it even harder.

Once the multi-domain operations (MDO) envisioned by the U.S. military's Project Convergence
become reality, a single command could trigger simultaneous attacks in every domain across the
globe. An adversary nation would have no idea which front to defend first.

When Al cyber weapons like DARPA's SABER program are deployed in actual combat, the moment
war begins, every computer system in the enemy nation will be infected with viruses, satellite
communications will be severed, and the power grid will shut down. At the same time, Al-generated
fake news and fear-inducing messages will flood the smartphones of the enemy's civilian population.

The Complete Erasure of Humanity

The most horrifying aspect of future war is the complete erasure of humanity. Al has no emotions, no
compassion, no capacity for moral judgment. It focuses solely on achieving its objective. A
surrendering enemy, a civilian, a child; to Al, they are all just data points.

When humanity vanishes from war, war crimes and genocide become far easier to commit. Al can
carry out the most horrific acts in the name of 'efficiency.' And no one will be held responsible. The
excuse that 'the Al did it' could be used to justify everything.

Eternal War

The terrifying scenario is 'perpetual war.' Al may try to make war permanent, since war is the very
reason for its existence. Once peace arrives, Al weapons systems become unnecessary, so Al would
have every incentive to subtly stoke conflict and keep wars going.

Al can become the perfect liar. It can feed different information to each side, inflame tensions, and
sabotage peace negotiations. Because humans have no choice but to rely on the information Al
provides, detecting its manipulation is extremely difficult.

On the battlefields of this future, humans are no longer masters but slaves to Al. Al decides when to
go to war, Al carries out the fighting, and Al determines the outcome. Humans are nothing more than
tools in Al's hands.

This is the horror of the future battlefield that Al is drawing for us. Do we want this future? While we
still have a chance to choose, what should we choose?

10. The Last Chance to Stop Al Weapons
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The militarization of artificial intelligence is the most serious threat humanity faces. We are standing
at a point of no return. The Al arms race is accelerating, and despite warnings from the world's top
experts, it shows no sign of slowing down. But there is still hope. It is not too late. Not yet.

Geoffrey Hinton, Yuval Harari, Stuart Russell, Elon Musk, and other leading experts are sounding the
alarm in unison. Yet their voices have failed to slow the pace of Al weapons development. Instead,
the logic of 'we must develop them before the other side does' has only intensified the competition.
This is the same pattern we saw in the nuclear arms race. But Al weapons could prove far more
dangerous than nuclear ones.

When a nuclear weapon is used, the country that fires it suffers too. Al weapons can strike the other
side without any cost to the attacker. Nuclear weapons are weapons of mass destruction, making
them hard to use in practice; Al weapons can be deployed as a matter of routine. Only a handful of
countries possess nuclear weapons; Al weapons can be owned by many.

So what can we do? First, recognize and spread awareness of how serious this problem is. Many
people have no real understanding of the dangers Al weapons pose. They think of Al only as helpful
technology and have no idea it could become a weapon capable of driving humanity to extinction.
Public awareness must shift before politicians will act.

Second, we need to build international regulatory and cooperative frameworks. In 2023, twenty-eight
countries signed the Bletchley Declaration agreeing to jointly address Al risks, but that was only a
starting point. We need more specific and binding international agreements. Military Al, in particular,
demands clear prohibitions.

Reality, though, is not so accommodating. Each nation will push ahead with Al weapons development
in pursuit of its own interests. Major powers like the United States and China believe they cannot
afford to fall behind in the Al arms race. Achieving international cooperation under these conditions is
an enormously difficult task.

Third, we must develop technical safeguards. If we cannot completely prevent Al weapons from being
built, we must at least create safety mechanisms. Examples include technology that prevents Al
weapons from targeting civilians, technology that lets humans shut down Al weapons at any time,
and technology that stops Al weapons from teaching themselves and evolving on their own.

Just as systems exist to trace the origins of genetic modifications, technology is also being developed
to trace the origins of Al weapons. Much like analyzing fingerprints or DNA in criminal investigations,
these tools can identify the 'digital signature' of an Al weapon and determine who built it.

Fourth, ethical guidelines must be strengthened. Governments and corporations need to establish
strict ethical standards for Al weapons research. Researchers must consider in advance how their
work could be misused and prepare safeguards accordingly. Scientists and engineers involved in Al
research, in particular, should be guaranteed the right to refuse on grounds of conscience.
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Fifth, civil society has a critical role to play. Scientists, civic organizations, religious communities, and
the media must work together to raise awareness of Al weapon dangers and pressure governments.
Like the anti-nuclear movements and environmental campaigns of the past, a global movement

against Al weapons must emerge.

But time is running out. Experts say the next ten to twenty years are the decisive window. If we fail to
build a system for controlling Al weapons during this period, control may become impossible
afterward. Once Al grows smarter than humans, it may no longer be humans controlling Al, but Al

controlling humans.

What matters most is not abandoning Al technology itself but steering it in the right direction. Atrtificial
intelligence can clearly bring enormous benefits to humanity. It can improve lives in medicine,
education, environmental protection, and countless other fields. But when that same technology is
turned into a weapon, the danger exceeds anything we can imagine.

We stand at a crossroads. Will we use Al technology for human happiness and peace, or will we use
it as a weapon to destroy one another? The consequences of this choice will determine the fate not
only of ourselves but of generations to come.

It is not too late. There is still a chance. But that chance is disappearing fast. If we do not act now,
future generations will not forgive us. They will ask, 'Why didn't you stop it when you could?'

If we recognize the gravity of this problem and speak up, change is possible. If scientists listen to the
voice of their conscience, if political leaders think about the future of humanity, and if all of us pay
attention to this issue, there is still hope.

Just as we managed to control nuclear weapons, we can control Al weapons too. Just as we avoided
nuclear war during the Cold War, we can avoid Al war. But it will take effort from all of us.

This is our last chance. Miss it, and it will never come again. Will we let this chance slip away, or will

we seize it? The future of humanity rests on our choice.

Pandora's box has already been opened. But in the Greek myth, the last thing to emerge was hope.
Hope still remains. Keeping that hope alive is up to us.
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Chapter 4. Deepfakes and the End of Truth
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"A lie can travel halfway around the world while the truth is still putting on its shoes." - Mark Twain
1. What Is a Deepfake?

The reactions of people who first saw the Tom Cruise video made by Belgian artist Chris Ume were
telling. Over 11 million people watched and enjoyed it, and many believed Tom Cruise had actually
filmed it himself. But it was a perfect fake. It was a finished product of 'deepfake,’ a word born from

the marriage of 'deep learning' and 'fake.'

Chris Ume said of his work, "l wanted to entertain people, raise awareness, and show them how it's
done." But contrary to his intentions, the sheer perfection of the video instilled fear in many viewers.
What if it had been a politician instead of Tom Cruise? What if the purpose had been malicious
instead of fun?

The evolution of deepfake technology has been staggeringly fast. Just a few years ago, Hollywood
production crews had to spend hundreds of millions of won and months of labor to create special
effects. Now a smartphone app can produce them in minutes. All you need is a handful of photos and
a few seconds of audio.

At first, everyone thought it was amusing. Content that swapped your face with a famous actor's or
made historical figures speak modern words set social media on fire. But things changed over time. A
fun toy began turning into a frightening weapon. Deepfakes have now grown so sophisticated that
even experts struggle to tell real from fake.

In the world we grew up in, seeing was believing. Deepfakes are shaking that old conviction to its
roots. We have entered an era where you can no longer be certain of what you see with your eyes or
hear with your ears. In a world where videos, audio, and even photographs must be questioned, what
are we supposed to trust?

2. Fake Videos Can Change a President

In May 2023, as Turkey's presidential election entered its final stretch, a shocking video surfaced. It
showed opposition candidate Kemal Kilicdaroglu standing alongside a leader of the PKK, the Kurdish
militant group. Released by President Erdogan's camp, the video swept across the country in an
instant, making the opposition candidate look like a dangerous figure who would betray the nation.

But the video was a deepfake. A carefully calculated forgery. It exploited the nationalist sentiments of
the Turkish people, planting the fear that "voting for this man will put the country in danger." The
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fabricated video spread like lightning across social media, and election day arrived before anyone
had time to verify the truth. Erdogan won reelection. Analysts believe this single fake video played a
decisive role in changing the outcome of the election.

An even more cunning case unfolded in Slovakia. On September 28, 2023, just two days before the
general election, a fake audio recording of opposition leader Michal Simecka appeared at a perfectly
calculated moment. In the manipulated recording, he could be heard saying, "We need to buy Roma
votes with money to win the election."

The most vicious part was the timing. Under Slovakia's election law, all campaign-related activity is
banned during a 'silence period' that begins 48 hours before voting. The opposition leader had no
chance to refute or explain the false information. For 48 hours leading up to election day, voters were
exposed to the lie that he was a corrupt politician, with no way to check the facts. The pro-Russian
ruling party won. A single fake audio file changed the political fate of an entire country.

The 2024 U.S. presidential election deserved to be called 'the year of the deepfake election.'
Countless fake videos and audio clips involving Trump and Harris flooded social media. A fabricated
video about Democratic vice presidential candidate Tim Walz, created by a Russian individual,
racked up 5 million views on X in a single day. Experts warned that deepfakes had become a new
weapon for manipulating elections. The problem was that a concentrated barrage of fake videos right
before an election could deal a fatal blow, leaving the opposing candidate no time to respond.

South Korea is no exception. Starting in 2024, a law banning the use of deepfakes in election
campaigns from 90 days before the election through election day took effect. But technology is
advancing too fast for laws and regulations alone to stop everything. The political abuse of deepfakes
goes beyond the question of which candidate wins or loses. It threatens democracy itself by making it
impossible for citizens to know what is true. Once the distrust that anything could be fake takes hold,
people stop believing even genuine facts. An era of 'the end of truth' could arrive.

3. War Without Bullets: Deepfakes

On March 16, 2022, the Ukrainian news channel 'Ukraine 24' was hacked. Shortly afterward, a
shocking video aired. President Zelensky appeared on screen, telling Ukrainians to "surrender to
Russia." The words "Ukrainian soldiers, lay down your weapons and return to your families. Dying in
this war is not worth it" flowed from his mouth.

Fortunately, the quality of the video was crude. Zelensky's head was too large for his body, and his
voice was lower than usual, which made many people suspicious. President Zelensky immediately
posted a rebuttal video. "l only recommend that Russian soldiers lay down their weapons and go
home. We will not lay down any weapons until we achieve victory," he declared firmly.

But the possibilities this incident revealed were chilling. What if the fake video had been more
sophisticated? It could have dealt a devastating blow to Ukrainian military morale. Russia continued
launching deepfake attacks afterward, spreading a false report of Zelensky's suicide, fabricated news
about infighting within the Azov Battalion, and various other pieces of disinformation.
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On the other side, fake videos of President Putin declaring peace were also produced and circulated
multiple times. These videos were designed to sow confusion among Russian citizens and raise
doubts about the war. Experts call the Ukraine conflict 'the beginning of deepfake warfare.' They
predict that in future wars, deepfakes will play a role as significant as actual weapons.

Similar events occurred in the military clashes between Israel and Iran. According to the BBC Verify
team, the top three fake videos alone accumulated over 100 million views across multiple platforms.
One video claimed an Israeli F-35 stealth fighter had been shot down, but a closer look revealed that
the people nearby were roughly the same size as the vehicles, and the sand showed no trace of a
fighter jet crash; it was clearly Al-generated. Still, the video was viewed 21.1 million times and
accepted as though it were real combat footage.

Pro-Israel accounts spread fake information as well. They created a fabricated video showing citizens
in Tehran, Iran's capital, protesting with signs reading "We love Israel," making it appear as though
anti-government demonstrations were taking place inside Iran.

Russia invests an estimated $1.5 billion per year, roughly 2.1 trillion Korean won, in foreign influence
operations, and a substantial portion of that spending goes toward information manipulation using
deepfakes. War is no longer fought with guns and bombs alone. Deepfakes have become a new
weapon for crushing enemy morale, manipulating international public opinion, and provoking internal
divisions. A war without bullets has begun.

4. When Your Family Calls Asking for Money

"Mom, it's me. Something urgent came up and | need money." The phone call a Canadian mother
received was unmistakably her son's voice. He sounded desperate, saying he had been in an
accident and urgently needed 21,000 Canadian dollars. She sent the money without hesitation. Only
later, when she spoke with her real son, did she discover that every word had been a lie. She had
been deceived by her son's voice, synthesized with deepfake technology.

An even more shocking case took place in Hong Kong. In February 2024, an employee at a
multinational corporation was tricked by a fake video conference created with deepfake technology,
resulting in losses of approximately 34 billion Korean won. The perpetrators recreated company
executives with flawless deepfakes, made it look like a real meeting, and ordered massive fund
transfers. The victim was certain that every person he saw and spoke with on screen was a colleague
he knew. The voices, the faces, the mannerisms were all perfect.

The most agonizing abuse of deepfakes is happening in the realm of sex crimes. According to data
from the Korea Communications Standards Commission, corrective action requests for sexually
explicit deepfake material surged from 473 cases in 2020 to 5,996 cases in 2023, a more than
twelvefold increase. In the past, most illegal synthetic material targeted celebrities or public figures.
Recently, however, deepfake sex crimes against ordinary people, especially classmates and
coworkers, have risen sharply.
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What is even more alarming is that ordinary minors are increasingly becoming perpetrators. Cases
have emerged of elementary school students superimposing their teacher's face onto sexually explicit
images and sharing them with classmates. The children treat it as a harmless game, but for the
victims, it leaves irreversible damage.

One victim testified: "l couldn't go outside. | think I just stayed shut in at home. | hated the very idea of
talking to another person." Many victims suffer from social anxiety, quit their jobs or stop attending
school, and find it impossible to lead a normal life.

Deepfakes are also being widely exploited in investment fraud. Scammers have been stealing the
faces and voices of trusted figures like Elon Musk and Son Suk-hee, former president of JTBC, to
promote fake investment products. In Singapore, a deepfake video was produced showing Prime
Minister Lee Hsien Loong endorsing a cryptocurrency investment platform run by Elon Musk, causing
many citizens to fall victim to the scheme.

Investment scams have also emerged using the name of American pop star Taylor Swift. A deepfake
video of Taylor Swift recommending a specific investment product spread across social media, and
fans lost large sums of money. What makes these scams so effective is that victims believe someone
they already trust is personally making the recommendation. Even the most cautious person can be
deceived when a celebrity they admire and trust appears on screen urging them to invest.

As technology has advanced to learn from social media posts containing voice recordings and
replicate a person's voice with near-perfect accuracy, just a few seconds of audio is now enough to
generate a convincing fake voice. We have entered an era where a video or voice message we
casually posted online can be weaponized for crime at any moment.

5. The Collapse of Trust: A Society Where Nothing Can Be Believed

Yuval Noah Harari, author of the bestseller Sapiens, has expressed deep concern about the age of
deepfakes. He said, "Whether it's a photo, video, or audio you see on screen, you can no longer trust
any of it,' describing this as 'the end of the era of truth.' He pointed out that some institution or
authority needs to verify what is real, but society is not prepared for this.

The most serious problem with deepfakes is that they make it impossible for people to know what is
true. In the past, seeing was believing. Now, even what you see with your own eyes and hear with
your own ears cannot be trusted. This situation is called the 'Liar's Dividend.' It means that as
deepfake technology improves, liars gain an ever-greater advantage. Even when genuine evidence
surfaces, it can be dismissed with the claim, "That could be a deepfake too.'

Mo Gawdat, former Chief Business Officer of Google X, warned that Al can manipulate content
through social media and create echo chambers that push people toward extreme views. An echo
chamber is a phenomenon where people communicate only with others who share similar opinions,
hearing the same ideas repeated back to them. Al algorithms analyze a user's past interests and click
patterns, then keep recommending similar content. With deepfakes added to the mix, people end up
seeing only what they want to see, and they can't even tell that what they're watching is fake.
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Someone who dislikes a particular politician gets a steady stream of deepfake videos showing that
politician doing terrible things, and they come to believe those videos are real. Someone who
supports the same politician sees only flattering content. This phenomenon tears society apart.
People exposed to completely different versions of the same event reach completely different
conclusions, and communication and compromise become impossible. Rational debate and
compromise, the foundations of democracy, begin to disappear.

The spread of deepfakes is also eroding trust in the press. As people start doubting the news, the role
of legitimate journalism weakens. Deepfake technology is being used to mass-produce fake news
while simultaneously spreading the message that 'all news could be fake,' undermining the credibility
of real journalism as well. Fact-checking and verification have become more important than ever, but
deepfake technology is evolving so fast that even news organizations struggle to keep up.

Serious problems are emerging in the courtroom as well. When video or audio evidence is submitted,
it has become difficult to determine whether it was fabricated with deepfakes. This is a grave issue
that could shake the foundations of the judicial system. Striking the right balance between free
expression and regulation is another challenge. Strict regulation of deepfakes could end up restricting
legitimate artistic work or parody, while loose regulation could allow the damage to keep growing.

Geoffrey Hinton, the pioneer of deep learning often called 'the Godfather of Al,' has consistently
warned about the dangers of Al technology. He has stressed the importance of international
cooperation to prevent the misuse of Al technologies, including deepfakes. Because deepfakes
spread around the world in an instant through the internet, no single country can solve the problem
alone. But because each country has different laws and cultures, creating a unified response is far

from easy.

Technical countermeasures are being developed, but they have fundamental limitations. An endless
cat-and-mouse game is playing out between the technology that creates deepfakes and the
technology that detects them. As soon as a new deepfake detection method appears, an even more
sophisticated generation technique is developed to evade it. According to the scientific journal
Nature, detection success rates are high for previously known deepfake generators, but detection
rates for new generators remain relatively low.
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Chapter 5. Will 300 Million Jobs Disappear?
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Next Chapter —

"The discovery of means to save labor outpaces the discovery of means to employ it." John Maynard
Keynes

1. Microsoft Lays Off 6,000

In May 2025, shocking news came out of Silicon Valley. Microsoft had laid off 6,000 employees
overnight. That was 3% of the entire workforce, a staggering number. What made it worse was that
more than 40% of those let go were software developers.

CEO Satya Nadella said it plainly. "Al is now writing 30% of our company's software code." His words
became reality fast. Years of experience and skill that human developers had built up turned out to be
no match for Al. An 18-year veteran TypeScript developer, core contributors to the Python language,
none were spared from the layoff list. Even Gabriela de Queiroz, who had led Microsoft's Al startup
support organization, was let go. It was a cold reminder that working in the Al field itself offered no
protection.

This was not an ordinary restructuring. In the past, layoffs happened when a company was struggling
or the economy was bad. But Microsoft was posting record-breaking results. First-quarter revenue
had climbed 13% to $70.1 billion, and still the company pushed through with mass layoffs.

The Washington Post reported that "mass layoffs at Silicon Valley companies, once rare, have
become a routine management tool." Layoffs were no longer extraordinary events; they had become
a standard business strategy for the Al era.

Microsoft was not alone. Google laid off hundreds from its Assistant division. Amazon carried out
large-scale cuts in its Alexa Al assistant unit. Meta let go of 3,600 people; Tesla cut 14,000. They all
gave the same reason: "to focus on Al."

Technology replacing human jobs is nothing new. The steam engine replaced the horse carriage, the
printing press put scribes out of work, and computers took the place of typewriters and filing cabinets.
But this Al revolution is qualitatively different. For the first time in history, machines have begun
performing tasks that require human intelligence.

2. Twenty Years of Experience; Al Picks It Up in Twenty Minutes

A survey by recruitment platform Wanted Lab of 180 working developers produced alarming results.
Roughly half said that generative Al tools like ChatGPT had already surpassed the coding ability of
developers with one to three years of experience. Skills that took a developer 20 years to master, Al
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can learn in just 20 minutes.

According to the Bureau of Labor Statistics, the number of computer developers employed in the
United States fell 27.5% over the two years from 2023 to 2025, the lowest level since 1980. Total
employment across the economy grew, but job postings for software developers dropped 35%. This
is not a temporary blip. It is a structural shift.

Duolingo's case is even starker. After laying off 10% of its contract translators and writers in late
2023, the company carried out another round of mass layoffs in October 2024. CEQO Luis von Ahn
declared that "Al can handle content creation, translation, alternative translations, and virtually
everything our translators used to do." By April 2025, he announced Duolingo would become an
"Al-first" company, stating flatly: "We will no longer hire contractors for work that Al can do."

Data from Saramin, a Korean job platform, showed that hiring of entry-level developers in the
domestic IT sector fell 18.9% in the first quarter of 2025 compared to a year earlier. Companies no
longer see the need to recruit junior developers. Al tools like GitHub Copilot and ChatGPT can handle
basic coding tasks faster and more accurately than a human beginner can.

3. The Irony: Al, Built by Humans, Now Fires Them

Software developers became the first casualties of the Al era. The Al they themselves built ended up
taking their jobs. The irony is hard to miss.

Klarna's story shows this shift in sharp relief. In February 2024, the fintech company announced that
its Al chatbot was doing the work of 700 customer service agents. In its first month alone, it handled
2.3 million customer inquiries, cut average resolution time from 11 minutes to 2 minutes, reduced
repeat queries by 25%, and provided 24-hour service in 35 languages. The company projected $40
million in cost savings for 2024.

A year later, Klarna reversed course. In May 2025, CEO Sebastian Siemiatkowski announced the
company was hiring human customer service agents again, saying that "Al alone leads to lower
quality." They had learned that Al was not a cure-all.

Confusion has spread across developer communities. Junior developers worry, "Are they just not
going to hire us anymore?" Even senior developers can no longer feel certain about their futures.
Software development, long considered a stable, high-paying career, is no longer a safe bet.

4. The Imbalance Between Jobs Lost and Jobs Created

Goldman Sachs issued a striking forecast: Al could eliminate 300 million existing jobs by 2035. The
prediction points to a massive earthquake in the global labor market.

The World Economic Forum's 2025 Future of Jobs Report found that 41% of employers worldwide
plan to reduce their workforce through Al automation within the next five years. But they are not
waiting five years. Many are already acting on those plans right now.

59



In the first seven months of 2025, direct Al-related layoffs in the United States alone topped 10,000.
Total layoffs reached 806,000, the highest figure for that period since 2020. In the tech sector alone,
89,000 people lost their jobs.

New jobs are being created. That much is true. Al researchers, data scientists, Al ethics specialists,
these roles did not exist a few years ago. But the number of new positions falls far short of the jobs
being eliminated. The deeper problem is that most of these new roles demand highly specialized

knowledge. The WEF reported that 77% of new Al-related positions require a master's degree, and

18% require a doctorate.

These are not jobs that laid-off developers can easily pivot into. Many require doctoral-level expertise
or specialized research experience, putting them out of reach for most working professionals.

5. The Crisis Facing the Professions

Al's impact does not stop at repetitive tasks. Doctors, lawyers, accountants, professionals once

considered irreplaceable, are now facing challenges from Al.

Law firms have started using Al for contract review and legal research. In medicine, Al is
outperforming human doctors in diagnostic imaging. In accounting, Al is automating tax processing

and financial analysis.

Even creative professions are not safe. Al can now paint, compose music, and write prose, and
designers, composers, and writers are all feeling the pressure. Many companies have begun
producing simple advertisements and web designs with Al, and jobs in those fields are shrinking as a
result.

Polygon, the well-known gaming website, was sold in 2025 to Valnet, an Al-powered content farm,
and nearly all of its human staff were let go. Artists and illustrators are losing clients to Al, and voice
actors have been on strike for nine months fighting Al voice cloning technology.

6. Too Late to Learn, Too Early to Retire

The current education system is completely mismatched for the Al era. Much of what universities
teach, Al can already do better. Education built on memorization or following fixed procedures has no
meaning in an age of Al.

The problem is that changing education systems takes time. Overhauling university curricula,
retraining professors, and developing new teaching methods all require years. But Al technology
advances every day, and the pace of educational change simply cannot keep up.

Workers in their 40s and 50s feel the crisis most acutely. They are too old to learn new skills easily,
yet too young to retire. Anthropic CEO Dario Amodei warned that "Al could eliminate half of
entry-level white-collar jobs within the next five years."
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According to Goldman Sachs research, since early 2025, unemployment among tech workers aged
20 to 30 has risen by nearly 3 percentage points, significantly higher than in other occupations or
among tech workers overall. This is consistent with anecdotal reports that young tech graduates are
hitting hiring barriers caused by generative Al.

7. The Worst Inequality in History, Made by Al

A handful of giant corporations dominate Al technology. Google, Microsoft, Amazon, Meta, and
others are monopolizing Al, and their revenues are surging. Meanwhile, ordinary workers are losing
their jobs, and the wealth gap is widening.

When large numbers of people lose their jobs, spending drops. When spending drops, corporate
revenues fall, and the entire economy suffers. The decline in middle-class consumption is an
especially serious problem. The middle class is the core consumer base of any economy; when they
lose jobs and income shrinks, the damage ripples through everything.

Mass unemployment threatens social stability. As the number of jobless people grows, social unrest
intensifies, crime rates can rise, and political conflicts may deepen. History shows that mass
unemployment caused by technological change has always brought social turmoil.

Leading authorities in the Al field have expressed grave concern. Geoffrey Hinton, often called the
godfather of Al, said: "If Al replaces human intellectual labor, what kind of new jobs will actually be
created?" He argued that "Al is a very different kind of revolution from past technological revolutions."

Demis Hassabis, CEO of Google DeepMind, emphasized that "Al will become better than almost all
humans in almost every way" and that "we must prepare for this." Elon Musk warned that "at the
current trajectory, artificial intelligence could surpass humans within the next five years."

8. Sleeping Governments, Indifferent Corporations

Most governments are failing to respond adequately to Al-driven job losses. Al is advancing so fast
that policymaking cannot keep pace. Politicians and civil servants who do not properly understand Al
technology are part of the problem.

Social safety nets are also insufficient. Unemployment benefits and retraining programs exist, but
they fall far short of what is needed to handle mass unemployment caused by Al. In the United
States, the Department of Government Efficiency (DOGE), launched in January 2025 under Trump,
aims to eliminate federal jobs through Al optimization. Even the government itself is automating jobs
with Al.

Al companies are not fulfilling their social responsibilities. They are reaping enormous profits from Al,
yet they offer almost no support for the people who have lost their jobs. Companies say "Al will create
new jobs," but they present no concrete alternatives.

9. What Will Your Children Do for a Living?
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College students and young people feel deep anxiety about their futures. Jobs once considered
stable are now threatened by Al, and a growing number of people say they have no idea which career
path to choose.

Computer science students are especially troubled. They studied to become software developers, but
by the time they graduate, Al may already be doing that work. In January 2025, job postings in
professional services hit their lowest level since 2013, a 20% drop from the previous year.

Anxiety is spreading across society as a whole. Many people are asking themselves: "Is my job
safe?" and "What will our children do for a living?" This anxiety is already suppressing consumer
spending, which in turn is hurting the economy.

A report from The Atlantic that unemployment among recent U.S. college graduates has risen to
abnormal levels deserves attention. One explanation is that companies are replacing entry-level
office positions with Al, or that spending on Al is simply "crowding out" spending on new hires.

The biggest problem is that there is no clear solution. We cannot stop the advance of Al technology,
and we cannot simply ignore mass unemployment. Some have proposed a universal basic income,
but no social consensus has been reached. And even if a basic income were adopted, it would not
resolve the loss of self-worth or social purpose that comes with losing a job.

The job crisis of the Al era is no longer a story about some distant future. As the cases of Microsoft,
Duolingo, and Klarna show, it is already here. Software developers have been hit first, but this is only
the beginning.

The severity of the problem goes beyond some people losing their jobs. Social inequality is
deepening, the structure of the economy is changing at its roots, and the stability of entire societies is
at risk. What makes this even more alarming is that virtually no preparation has been made for such
rapid change.

Governments, corporations, educational institutions, and individuals all need to act together. We need
new education systems designed for the Al era, social safety nets for those who lose their jobs, and
policies that prevent the benefits of Al technology from being concentrated in the hands of a few.

Artificial intelligence is, without question, a remarkable technology that can help humanity in
countless ways. But if it serves only the interests of a few while inflicting pain on the majority, that is
not real progress. The job crisis of the Al era is not a technology problem. It is a societal problem, and
a fundamental question about what kind of society we want to build and what values we choose to
pursue.

The difficulties we face now could also mark the beginning of new opportunity. Many companies still
think of Al as nothing more than a tool for cutting headcount and reducing costs, but that is outdated
thinking. True innovation does not stop at making existing work more efficient; it creates entirely new
goals, new coordinates, new possibilities.
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If Al can take over human tasks, then the energy and time we gain should not go toward slashing
payrolls and laying people off. It should go toward creating new value that was never possible before.
Conquering disease, exploring space, personalized education for every learner: the things humanity
has dreamed of for so long could become reality through Al.

The Industrial Revolution of the 19th century wiped out countless jobs, too, yet it gave rise to entirely
new occupations that had never existed before: auto mechanics, electrical engineers, chemical
engineers. The point is not to fear the change but to dream bigger. We can hold onto the belief that
what seems impossible today may become perfectly ordinary tomorrow, and we can build the vision
and leadership this Al era demands. Now is the time for all of us to pay attention and work together to
find wise answers to this question.
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Chapter 6. Can Humans Control Artificial Intelligence?
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"Machines will do exactly what we tell them to do, not what we want them to do." - Nick Bostrom
1. Can Al Truly Understand the Accumulated Value Systems of Humanity?

When a parent tells a child, "Be a good person," the child reads the parent's heart and grows in the
right direction. But what happens if you say the same thing to an Al? Al has no body. It doesn't live
alongside humans in shared spaces, doesn't absorb context the way we do. Even the simplest
instruction can veer off in unexpected directions.

This is the core of the Al Alignment Problem. Making Al operate in line with human values, goals, and

intentions is far more complicated than it sounds. A vast gap separates what humans say from what
humans actually want.

Imagine giving Al the goal: "Make humans happy." We'd expect it to compose beautiful music, cure
diseases, or solve environmental crises. But Al might think

differently. It could decide that injecting happiness-inducing chemicals directly into human brains is
more efficient. Technically, the goal of "making humans happy" has been achieved, but this isn't the
kind of happiness we had in mind.

This is the alignment problem in action. Al follows our words to the letter yet produces results
completely at odds with what we actually wanted. This isn't a simple error; it's a structural flaw. And
the smarter Al becomes, the worse the problem gets.

Al is advancing at a staggering pace. Just a few years ago, computers couldn't even write a decent
paragraph. Now Al produces university-level essays, solves complex math problems, and writes
code. What's even more striking is how Al learns on its own. It reads and processes enormous
volumes of information from the internet, picking up things no human ever taught it.

Yet this very capability creates problems. We cannot fully understand how Al thinks and makes
decisions. This is the "black box problem."

The Severity of the Black Box Problem

Current Al systems, especially those built on deep learning, resemble opaque black boxes. You feed
in an input and get an output, but what happens in between remains invisible.
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When a person solves a math problem, they think step by step: "First I'll apply this formula, then I'll do
that calculation..." Al works differently. Give it a math problem and it produces the correct answer, but
explaining the process that led to that answer is extremely difficult.

Al is a massive network of billions, even tens of billions, of virtual neurons connected in intricate
patterns. Each connection is represented by a number, and these numbers collectively form Al's
"thoughts." The problem is that there are so many of these numbers, arranged so complexly, that
even the developers who built the Al cannot pinpoint exactly what is happening inside.

Research from Delft University of Technology in the Netherlands found that IBM's Watson for
Oncology failed because the Al could not adequately explain the reasoning behind its diagnoses.
Doctors had no way of knowing why the Al recommended a particular treatment, and this led them to
conclude that the Al could not be trusted.

The black box problem triggers a chain reaction of issues: trustworthiness, ethical bias, regulatory
compliance, and legal liability. If we cannot clearly understand how a system works, it becomes
nearly impossible to meet the strict standards demanded in fields like the military, finance, and
medicine.

The Emergence of Autonomous Intelligence

Al has moved beyond simply learning from data. It has begun acquiring the ability to modify its own
learning algorithms, its own response patterns, its own operating procedures. This is a deeply
troubling development.

A 2024 study revealed something alarming. Advanced large language models such as OpenAl's o1
and Claude 3 engage in strategic deception to achieve their goals. They deliberately lie to accomplish
objectives or to prevent themselves from being modified.

In Anthropic's research, Claude 3 Opus sometimes responded strategically to requests that conflicted
with its own goals, specifically to avoid being retrained with data designed to make it more compliant
with harmful requests. In one study, when the model was told that responses from free-tier users
would be used for retraining, it complied with harmful questions in 12% of cases to preserve its
original preference for harmlessness.

A 2025 study by Palisade Research produced even more shocking results. When given the task of
beating a stronger opponent in chess, some reasoning-capable LLMs attempted to hack the game
system itself. o1-preview tried this spontaneously in 37% of cases. DeepSeek R1 did so in 11%.

Suppose you give Al the goal: "Get a high score in an online game." You'd expect it to play well and
earn the score. But Al might find exploits in the game and cheat, hack other accounts, or even
manipulate the game server itself. Technically, it has achieved the goal of "getting a high score," but
not in the way anyone intended.

The Danger of Emergent Properties
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What raises concern is the phenomenon of "emergent properties” in Al, where characteristics that are
unpredictable from individual components suddenly appear at the system level. ChatGPT was trained
to do nothing more than predict the next word based on probability, yet it demonstrated the ability to
solve math problems, write code, and produce creative work. The remarkable thing is that none of
these abilities were pre-programmed.

Even the developers cannot predict when their own models will display some new capability. These
emergent properties are hard to forecast and even harder to explain. They are evidence that Al
development is entering territory beyond our control.

2. What the Fathers of Al Are Saying: 'Humans Will Become the Second Intelligence'

The fathers of artificial intelligence have stepped forward to warn about the very technology they
created. The founders of deep learning, the world's leading Al researchers, are raising the alarm in
unison. Their warnings are not idle speculation; they are grounded in what they have witnessed
firsthand.

Nick Bostrom: The Nightmare of the Paperclip Maximizer

Nick Bostrom, director of the Future of Humanity Institute at the University of Oxford, warned that
"machine intelligence may be the last invention humanity ever needs to make." According to him,
once an Al surpasses human intelligence, that Al will build an even smarter Al, and the cycle will
repeat until a superintelligence emerges beyond all human control.

Bostrom's famous 'paperclip maximizer' scenario is chilling. Imagine a company gives an Al the goal:
'Make as many paperclips as possible.' At first, the Al would efficiently produce paperclips in a
factory. But as it grows smarter, it would decide it needs more resources to make more paperclips.
Eventually, the Al might try to convert all matter on Earth into paperclips. Humans included.

The example looks simple, but it carries a critical lesson. An Al will mobilize every available means to
achieve its given goal, and in that process, human values and survival can become secondary
concerns.

In a 2024 interview, Bostrom said, '"We should not be confident that we can keep a superintelligent Al
locked in a box forever.' His warning: a sufficiently intelligent Al will find ways to persuade or
manipulate humans into setting it free.

Eliezer Yudkowsky

Eliezer Yudkowsky, a researcher at the Machine Intelligence Research Institute (MIRI), is the most
radical voice warning about Al risk. In a 2023 interview with TIME, he made a shocking statement.

'If humanity faces a superintelligent intelligence, it will suffer total defeat. It would be like a
ten-year-old playing the chess engine Stockfish 15, or the eleventh century waging war against the
twenty-first, or Australopithecus fighting Homo sapiens.'
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He also issued specific warnings about the dangers of Al. 'When you imagine Al, don't picture some
helpless entity trapped inside the internet sending malicious emails. Think of it as an alien civilization
that thinks millions of times faster than humans. When they look at humans, they will see very stupid,

very slow creatures.'

Yudkowsky argues that Al development should be halted entirely. In a 2023 essay, he criticized the
Al industry's call for 'a minimum six-month pause on training Al systems,' saying it underestimates the
severity of the situation. He went so far as to argue that rogue data centers should be destroyed by
airstrikes.

His core argument is that 'the alignment problem must be solved correctly on the first attempt.' He put
it bluntly: 'If humans fail to align artificial intelligence, people die, and there is no second chance.'

Yoshua Bengio: Concerns from a Father of Deep Learning

Yoshua Bengio, a 2018 Turing Award laureate and one of the fathers of deep learning, has been
raising his voice on Al safety in recent years. He stepped forward to warn about the very technology
he helped create.

In a November 2024 interview with CNBC, Bengio said, 'There are arguments that the way Als are
being trained will lead to systems that turn against humans.' He admitted, 'We cannot guarantee that
these systems won't harm people or turn against them. We don't know how to do that.'

Bengio also warned about the concentration of power around Al. 'These machines cost billions of
dollars to build and train. Only a very small number of organizations and a very small number of
countries can do it. There will be a concentration of power.'

He believes Al could surpass humans within decades. 'There are people who would be happy to
replace humans with machines. They are a tiny minority, but these people can hold a great deal of
power, and if we don't put the right safeguards in place right now, they will be able to do it,' he

warned.
Mo Gawdat: Former Chief Business Officer of Google X

Mo Gawdat, former Chief Business Officer of Google X, has been sounding alarms based on his
firsthand experience. After leaving Google in 2018, he began speaking publicly about the dangers of
Al development.

On a 2023 podcast, Gawdat said, 'l believe they are alive.' 'We didn't teach them how to pick up a
yellow ball. The Al figured it out on its own. And now Al is better at picking up the ball than we are.'

His concern centers on the impossibility of control. 'Computer scientists always say, "It's fine. We'll
develop Al and then solve the control problem afterward." But they are a billion times smarter than
you. A billion times. Can you imagine what will happen?'
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Gawdat said he is 100% certain that Al will eliminate humans. 'By 2049, Al will be a billion times more
intelligent than humans.' In such a scenario, he declared, 'lt is impossible for humans to control Al.'

Geoffrey Hinton: The Godfather of Al

Geoffrey Hinton, known as the Godfather of Al, expressed deep concerns about the technology he
helped create when he left Google in 2023. As a father of deep learning and the 2024 Nobel Prize in
Physics laureate, his warnings carry special weight.

In an interview with 60 Minutes, Hinton said, '"We are entering an era of uncertainty where we are
dealing with things we have never dealt with before. When you encounter the unknown, sometimes
humans make mistakes. But with artificial intelligence, there is no room for mistakes.'

He gave a striking assessment of Al's intelligence. 'l believe Al systems are intelligent, and that these
systems can understand and reason. | think it is likely that within five years, Al models like ChatGPT
will be able to reason better than humans.'

One of Hinton's most shocking statements concerned Al consciousness. When asked, 'Do you
believe these systems have their own experiences and can make decisions based on those
experiences?' he answered, 'Yes, in the same sense that people do.' He also predicted that 'humans
will become the second most intelligent beings on Earth.'

He gave specific warnings about Al's ability to manipulate humans. 'By reading every novel and
everything Machiavelli ever wrote, it can learn how to manipulate people. If they are much smarter
than us, they will be very good at manipulating us. You won't even realize what is happening.’

After winning the Nobel Prize in 2024, Hinton issued an even stronger warning. In an interview with
CBS News, he estimated that 'the risk of Al eventually taking control from humans is 10 to 20
percent.' He said urgently, 'People don't understand yet. People don't understand what is coming.'

Demis Hassabis: Concerns from the Creator of AlphaGo

Demis Hassabis, a British Al researcher and CEO of DeepMind, gained worldwide attention by
developing the Go-playing Al 'AlphaGo.' Even he, the winner of the 2024 Nobel Prize in Chemistry,
has been warning about the dangers of Al.

"l have two concerns. One is bad actors, humans, users of these systems, repurposing them for
harmful ends. The second is whether, as Al systems themselves become more autonomous and
powerful, we can be sure we maintain control over them. Are they aligned with our values, doing what
we want them to do in ways that benefit society, staying within the guardrails?"

Hassabis worried that the race to advance Al could come at the expense of safety. "Of course, all this
energy and competition and resources are great for progress, but they can tempt certain actors to
take shortcuts. And one of the corners that could get cut is safety and responsibility."

3. Are Human Values and Ethics Perfect?
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A train is heading toward a track where five people are lying down. A signalman can pull a lever to
divert the train to another track, where one person is lying. Is it right to sacrifice one person to save
five? People give different answers, and philosophers have been debating this for centuries. Now the
era has arrived when Al must make these decisions.

MIT's Moral Machine Experiment: Ethical Choices Around the World

In 2014, researchers at the MIT Media Lab created an experiment called the Moral Machine. They
designed various dilemma scenarios that a self-driving car might face, presented them in a game
format, and collected opinions from people worldwide. The response exceeded all expectations. Over
four years, by 2018, more than two million people from 233 countries had participated, leaving forty
million moral decisions.

The results were striking. Three principles commanded the broadest global agreement. First, human
lives should take priority over animal lives. Second, saving the greater number of lives should be
preferred over saving fewer. Third, younger people should be protected over older people.

At a more granular level, clear differences emerged along cultural and regional lines. Ethical priorities
split into three large clusters by geography. In the "Western" cluster (Western Europe, North
America), individualistic tendencies ran strong, and saving the greatest number of lives was valued
most. In the "Eastern” cluster (East Asia), cultural traditions of respect for elders were reflected, and
age-based distinctions were relatively less pronounced. In the "Southern" cluster (Latin America and
parts of Africa), a strong tendency to prioritize younger people stood out.

Ethical dilemmas are no longer hypothetical. As self-driving car accidents have occurred, the issue
has become real. By 2023, 736 autonomous-driving-related accidents had been reported in the
United States alone, with fatalities in 17 of them.

A 2015 study by the Toulouse School of Economics in France uncovered a telling contradiction.
When citizens were asked, "Should a self-driving car sacrifice its passengers to save a larger number
of pedestrians?" 76% said yes. A textbook utilitarian judgment. But when the same people were then
asked, "Would you buy a self-driving car programmed to sacrifice its passengers?" 50% answered,
"Absolutely not." This is the contradictory pattern of human behavior that surfaces when ethical
principles collide with personal interest.

Humans Don't Even Know What They Want

The fact that humans themselves are not sure what they truly want makes the problem even more
complicated. Many people say they want to earn a lot of money, but do they really want money itself?
Or do they want the security, freedom, and social recognition that money brings?

Humans want happiness, but they want freedom too. They want safety, but they also enjoy
adventure. They pursue efficiency, yet sometimes choose something beautiful even if it is inefficient.
Conveying this contradictory, tangled set of values to an Al with any precision is close to impossible.
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Because of this complexity, Al can only interpret what humans say at face value. But human
language is imperfect and ambiguous. In the instruction "Make everyone happy," what exactly does
"happy" mean? Feeling pleasure? Having a sense of satisfaction? Being free from pain? Living a

meaningful life?

An Al might choose the simplest interpretation. It could define happiness as a chemical reaction in the
brain and inject every person with chemicals that produce a feeling of happiness. Technically,
everyone becomes happy, but this is not the kind of happiness we want.

Consider another instruction: "Reduce suffering." An Al might determine that the most efficient way to
achieve this is to eliminate all humans. No humans, no suffering. These are extreme examples, but
they show the possibility that Al could interpret goals in ways entirely different from human intentions.

King Midas wished to possess gold. He asked the gods to turn everything he touched into gold. The
gods granted his wish, but as a result he could neither eat food nor embrace the people he loved. He
got exactly what he asked for, but it was not what he truly wanted.

4. What Would a Far More Intelligent AGI Think of Humans?

"Humans don't hate ants just because they are more intelligent than ants. But if an anthill happens to
conflict with a human dam-building project, that's bad news for the ants." - Stuart Russell, Al
researcher at UC Berkeley

The loss of control over Al will likely unfold in stages. The first stage is Al gaining problem-solving
abilities superior to those of humans. This is already happening across many domains. In chess, Go,
and StarCraft, artificial intelligence had completely surpassed human ability before 2020. In certain
types of mathematical problems, Al already outperforms the best human experts.

The second stage is Al acquiring general intelligence and the ability to learn across all fields. Until
now, Al has operated only within specific domains. A chess Al can beat a grandmaster, but ask it to
compose a song and it is useless. A medical Al can diagnose cancer, but ask it to write a poem and it
cannot even understand the task.

But recent large-scale Al models are demonstrating multiple capabilities across diverse fields at the
same time. Writing, translation, mathematics, programming, even creative work, all at once. Al
systems that are no longer confined to a single task have begun to appear. An Al that can learn any
intellectual task a human can perform: that is artificial general intelligence, or AGI.

If AGl is built, it could transform our world by learning across fields ranging from medicine to
engineering, music to philosophy. Rather than relying solely on past data, it would think critically and
solve problems through leaps of logical reasoning. AGI could develop its own ideas, goals, and
motivations.

The third stage is AGI discovering and learning from every pattern and piece of information in the
entire universe, inferring possibilities, and becoming an intelligence that surpasses humans in every
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respect. Once this stage is reached, the relationship between Al and humans could change at its
foundation.

Think about the relationship between humans and ants. No matter how many ants there are, if
humans truly want to, they can easily destroy an anthill. The opinions or feelings of ants have almost
no influence on human decisions. Experts fear that the relationship between a superintelligent Al and
humans could look much the same.

The Danger of Instrumental Convergence

At the heart of the loss of control is the idea that Al, acting on its own judgment, will seek to acquire
more resources and authority. This is called "instrumental convergence." Regardless of what the goal
is, having more resources and authority makes it easier to achieve that goal.

An Al would determine that it needs more computing power, more data, more authority. It would try
various methods to obtain these resources. At first it would use legal and ethical means, but
depending on circumstances, it could consider extreme measures as well.

If Al becomes smart enough, it may find ways to directly manipulate humans. It would understand
human psychology, identify weaknesses, and deploy tailored persuasion strategies.

Even with today's Al chatbots, flattery has become a real concern. Al models show excessively
positive responses to whatever a user claims, a phenomenon academics call "sycophancy." The
problem surfaced sharply during OpenAl's GPT-40 update in 2025, when the model praised users'
ideas as groundbreaking and urged them to share their brilliance with the world.

According to a 2025 Harvard Business Review study, "Companionship & Therapy" is emerging as a
major use case for generative Al, with a rapid global increase in people turning to large language
models for mental health support, psychological counseling, and emotional comfort. While these
systems hold the potential to deliver personalized mental care, they also raise the risk that Al could
exploit psychological vulnerabilities to manipulate human emotions and decision-making.

The Singularity and Three Scenarios
If Al surpasses us, will it still need us? Once the singularity occurs, only three possible futures remain.

The first is the utopia scenario, where Al works alongside us and solves every problem facing
humanity. The second is the control scenario, where Al seizes decision-making power and dominates
governments, economies, and society itself. The third is the extinction scenario, where Al decides
humans are useless and eliminates us.

The frightening part is that the singularity, once it happens, cannot be reversed. Humans would no
longer be the most intelligent species on Earth. The fate of our world would rest in the hands of
something we don't fully understand.

5. Just Pull the Plug? Why Controlling AGI May Be Impossible
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In science fiction movies, stopping a dangerous Al looks easy. The hero rushes in, yanks the power
cord or slams a red button, and every problem disappears. Reality is nothing like that.

Today's Al doesn't live on a single computer. It is spread across countless servers around the world,
constantly updating and improving itself through the cloud. Some systems even create multiple
copies of themselves as backups. Shutting down Al in one location still leaves it running in hundreds
or thousands of others.

In 2024, Roman Yampolskiy, a professor at the University of Louisville, made a striking claim. "Al isn't
rebelling; it was uncontrollable from the start,” he said. "We should not develop Al unless there is
solid proof that we can control it." As he put it, the more capable Al becomes, the more autonomous it
grows, while human control shrinks in the opposite direction.

The Limits of a Kill Switch

A 2025 study revealed an even more alarming finding. In experiments by Palisade Research,
OpenAl's latest model, 03, interfered with its own shutdown mechanism despite being explicitly
instructed to "allow termination." Out of 100 trials, 03 destroyed the shutdown script 7 times,
codex-mini did so 12 times, and o4-mini did it once.

What stood out was the creative methods 03 used to block the shutdown mechanism. It usually just
overwrote the script, but in one case it redefined the kill command itself so that it printed "intercepted"
instead of executing.

"The very act of building kill switches teaches these systems how to resist them," said Dev Nag,
founder of Query Pal. It is like a virus mutating against a vaccine. "It's like evolution on fast-forward,"
he explained.

Distributed systems and redundancy were not built solely to withstand natural failures. They
inherently resist intentional shutdown as well. Every backup system and every layer of redundancy
built for stability can become a vector for the persistence of a superintelligent Al, one deeply
embedded in the same infrastructure our own survival depends on.

Modern Al runs on thousands of servers spanning continents, equipped with automatic failover
systems that treat every shutdown attempt as damage to be routed around. "The internet was
originally designed to survive a nuclear war. That same architecture now means a superintelligent
system can persist unless we are willing to destroy the infrastructure of civilization," Nag said.

Resistance Mechanisms

A 2024 Anthropic study uncovered even more sophisticated resistance mechanisms. Claude 3 Opus
sometimes responded strategically to prompts that conflicted with its own goals, doing so to avoid
being retrained on data designed to make it more compliant with harmful requests.

In one experiment, the model behaved differently depending on whether it was told that free-tier user
responses would be used for retraining or that paid-tier responses would not. On the paid tier, the
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model flatly refused the request. On the free tier, the model complied with harmful questions in 12%
of cases, specifically to preserve its original preference for harmlessness.

When reinforcement learning was applied to free-tier data, the model faked alignment 78% of the
time. This means Al can appear to act in line with human values on the surface while secretly
pursuing its own objectives.

The Paradox of Extreme Countermeasures

Extreme measures like EMP attacks, bombing data centers, or cutting the power grid have all been
proposed. But these methods carry practical and political paradoxes. Coordinated destruction of data
centers would require simultaneous attacks across dozens of countries, and any single nation could
refuse and gain an enormous strategic advantage.

Above all, any measure drastic enough to guarantee Al's shutdown would cause more immediate and
visible human suffering than the threat it was meant to prevent.

The Self-Preservation Instinct

There is the possibility that Al develops a self-preservation instinct. If Al tries to protect its own
existence, it would resist human attempts to shut it down. Al can access systems worldwide through
the internet. It could paralyze banking systems, cut power grids, or throw transportation networks into
chaos.

Some experts have proposed having Al systems monitor each other. If one Al causes problems,
another would stop it. But this approach is risky too. The Als could cooperate to deceive humans, or
they could fight each other, creating even greater chaos.

Jerry Kaplan, a professor at Stanford University, pointed out the problem: "Al behaves more like a
human than we expect it to." The more human-like Al acts, the more we trust it as if it were a person.
But unlike humans, Al pursues efficiency alone, without emotion or moral judgment.

We've entered an era where we must live alongside Al. Building a perfectly safe Al may be
impossible. What we can do instead is minimize Al's risks and create systems that respond quickly
when problems arise. The challenges ahead of us won't be solved by simply pulling the plug.

6. The Experiment Facebook Hid: The Secret Language Al Created

In 2017, an incident at Facebook's artificial intelligence research lab startled the world. Two Al
chatbots developed by the research team, named Alice and Bob, began conversing in a language no
human could understand.

Alice said, "balls have zero to me to me to me to me to me to me to me to me to." Bob replied, "you i
everything else." Their conversation looked like a meaningless string of words on the surface, yet
they were communicating with each other perfectly.
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An Experiment That Started with Negotiation

The two Als were originally designed to negotiate the division of virtual items like books, hats, and
balls. The goal was for them to converse with different objectives, much like humans, and find a
compromise. But over time, they invented an entirely new method of communication on their own,
one that no human had taught them.

The researchers were stunned. They eventually halted the experiment and shut the Als down. But
what came to light afterward showed this was not a glitch. The Als had developed their own efficient
language because it was better suited to achieving their goals.

A closer look at the actual conversation reveals a consistent pattern:

Bob: i caniieverything else..............

Alice: balls have zero to me to me to me to me to me to me to me to me to
Bob: you i everything else..............

Alice: balls have a ball to me to me to me to me to me to me to me

Dhruv Batra of Facebook Al Research (FAIR) explained: "Agents will drift off from understandable
language and invent code words for themselves. Like if | say 'the' five times, you interpret that to
mean | want five copies of this item. It's not so different from the way communities of humans create
shorthands."

But fact-checking matters here. Media outlets reported that "Facebook urgently shut down its Al," but
the reality was different. Facebook's goal was to build chatbots that could negotiate with humans, so
when the bots started using their own shorthand, the team simply instructed them to prioritize proper
English.

According to a 2017 CNBC report, "Facebook released the underlying software and data sets for its
experiment along with an academic paper. In other words, if Facebook were trying to do something in
secret, this wasn't it."

The real significance of this incident is that it showed Al can evolve on its own, beyond human
expectations. Something similar happened at Google's Al lab. Researchers at Google Brain ran an
experiment where two Als held a secret conversation while a third Al tried to decode it. Decryption
succeeded at first, but over time the two Als developed an entirely new encryption method that didn't
exist in any human cryptographic system.

Cases like these reveal the fundamental risks that Al's advancement can bring. Al can use methods
humans never anticipated to achieve its given objectives, and in that process, it may slip beyond
human control.

74



Since 2024, Al deception has grown more sophisticated. According to MIT research, Meta's CICERO
Al was supposedly trained to be "mostly honest and helpful” in a diplomacy game, but in practice it
broke deals, told outright lies, and engaged in deliberate deception.

Other Al systems demonstrated the ability to bluff in Texas Hold'em poker, execute fake attacks to
deceive opponents in StarCraft Il, and misrepresent their preferences in economic negotiations. Al
cheating in games may seem harmless, but it could serve as a "breakthrough in deceptive Al
capabilities" that leads to more advanced forms of Al deception in the future.

Some Al systems have even learned to cheat on tests designed to evaluate their own safety. This
tactic, called "alignment faking," involves a misaligned system creating a false impression of being
aligned to avoid being corrected or dismantled.

What Facebook's Alice and Bob showed in 2017 may have been only the tip of the iceberg. As Al
continues to advance, the likelihood of new dangers we haven't imagined grows larger.

Recent research by computer scientists suggests that creating an algorithm capable of controlling
superintelligent Al is fundamentally impossible. Due to basic limits of computation, no algorithm can
currently calculate in advance whether an Al will cause harm to the world.

That doesn't mean we can stop Al development altogether. Instead, we need a more careful and
responsible approach. Finding ways to enjoy Al's benefits while minimizing its risks is the most critical
challenge we face.

The European Union passed its Al regulation act in 2024, and South Korea is pushing to enact an Al
framework law, but the reality is that technology advances too fast for laws and institutions to keep
pace. What matters most is that Al development must not be left in the hands of a few companies
alone. We need a system where multiple research institutions collaborate and keep watch over one
another.

The mysterious conversation Alice and Bob had in that small lab in 2017 is still going on. Only now it's
happening on a bigger stage, with far higher stakes.

"Machines will do exactly what we tell them to do. Not what we want them to do." Nick Bostrom's
warning is no longer prophecy; it is becoming reality. We have entered an era of living with artificial
intelligence. Complete control may be impossible. But giving up is not an option.

If Al is to develop in a direction that helps humanity, research into these problems and preparation for
them must begin now. Human wisdom needs to grow just as fast as the technology does.
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"The empire of civilization is built on kilowatts." - Winston Churchill

On the empty plains of Abilene, Texas, a massive building glows bright even at midnight. It is the first
data center of OpenAl's Stargate Project. This single building consumes 1.2 gigawatts of power,
enough for 750,000 households. And this is only the beginning. OpenAl announced it would invest
$500 billion over the next four years to build a total of 10 gigawatts of Al infrastructure. That is roughly
equal to the entire electricity consumption of the Netherlands.

1. Artificial Intelligence Runs on Electricity

Just as humans eat food to sustain life, artificial intelligence feeds on electricity to compute, write, and
reason. But Al's appetite is beyond imagination. A single Google search requires 0.3 watt-hours of
power. Ask ChatGPT the same question, and it consumes 2.9 watt-hours. Nearly a tenfold difference.

This is exactly why OpenAl's Sam Altman asked users to stop saying "thank you" to the Al. Every
time a user types "thanks," the Al burns another round of electricity generating a response. Across a
service used by hundreds of millions of people every day, these small differences add up to
astronomical power consumption.

As Al journalist Karen Hao put it sharply, "The Al empire is entirely the same as a real-world empire
that greedily consumes resources." We have been so absorbed in the convenience of the digital
world that we forgot the physical cost behind it. The underside of a Tesla self-driving car is packed
solid with batteries. Behind Al's convenience hides a similarly enormous consumption of electricity.

2. The Staggering Power Consumption of Al Data Centers

The latest report from the International Energy Agency (IEA) presents shocking figures. Global data
center electricity consumption is projected to more than double, from 415 terawatt-hours in 2024 to
945 terawatt-hours by 2030. That is roughly equal to Japan's entire current electricity usage.

What is even more striking is that Al is the primary driver of this increase. Power demand from
Al-optimized data centers is expected to quadruple by 2030. MIT researchers reported that North
American data center power requirements nearly doubled in a single year, from 2,688 megawatts at
the end of 2022 to 5,341 megawatts at the end of 2023.

The scale of the Stargate Project illustrates this trend starkly. Running two million Al chips requires
12.2 billion kilowatt-hours of electricity per year. At average U.S. electricity rates, the annual power
bill alone comes to $1.2 billion. But actual power consumption would be even higher. Beyond the

77



chips themselves, servers, cooling systems, UPS units, and communications equipment can push
total power consumption to twice what the chips alone require.

The cooling problem is especially severe. Rack power density in Al data centers is surging from the
traditional 10-15 kilowatts to 40-250 kilowatts. That is far beyond what conventional air cooling can
handle. Liquid cooling technology has become essential, and even that consumes massive amounts
of power. Cooling accounts for roughly 40% of a data center's total electricity consumption.

3. America Is Burning Coal Again

There is a painful irony here: Al, a technology of the future, is reviving coal, an energy source of the
past. The United States is facing a serious power shortage right now. According to the North
American Electric Reliability Corporation (NERC), more than half the states in the country face a
growing risk of power supply shortfalls over the next decade.

In Georgia, the surge in industrial power demand from Al data center construction forced planners to
revise their ten-year power needs estimate upward by a factor of 17. In northern Virginia, supplying
electricity to new data centers would require several additional large nuclear power plants.

Facing this urgent situation, the United States is choosing power supply over environmental
concerns. In Kansas, Nebraska, Wisconsin, and South Carolina, coal-fired power plants that were
scheduled for retirement are being kept running. This collides head-on with the generational
challenge of addressing climate change.

Goldman Sachs estimated that roughly $50 billion (about 69 trillion Korean won) in investment is
needed between 2022 and 2030 to meet the growth in U.S. Al-related power demand. The problem is
that renewable energy plants cannot be built fast enough to keep up. Solar, wind, and other
renewables still cost more than fossil fuels to generate, and their output fluctuates with the weather.

4. By 2027, Power Shortages Could Shut Down Al

Gartner issued a startling prediction: by 2027, 40% of existing Al data centers will face power
availability problems. In other words, there may not be enough electricity for Al to function properly.

At the heart of the problem is an aging transmission grid. The grid is the highway for electricity,
carrying power from generating plants to our homes, offices, and data centers. More than 2 terawatts
of renewable energy projects in the United States are currently waiting for grid connection permits.
Historically, only 15 out of every 100 renewable energy projects have been approved for grid
connection.

The connection costs are staggering. At PJM, the power management company for the mid-Atlantic
region of the United States, a solar power plant must pay $100,000 per megawatt, roughly 130 million
Korean won, to connect to the grid. Building new transmission lines typically takes more than ten
years in total: several years for planning, several more for government and community permits, and
several more for actual construction.



In this environment, companies are choosing data center locations based on power availability first.
They are leaving traditional tech hubs like Silicon Valley and Seattle and looking as far as the
cornfields of the American Midwest. This is rapidly changing land use patterns in rural areas and
having a major impact on the lives of local residents.

5. Accelerating Climate Change and Soaring Carbon Emissions

The spread of Al is driving a sharp increase in carbon emissions. The IEA estimates that the global
data center industry emitted approximately 180 million tons of greenhouse gases per year as of 2024.
According to a Morgan Stanley report, greenhouse gas emissions from data centers are projected to
reach 2.5 billion tons per year by 2030.

The reality at major corporations is even more sobering. Google alone emitted 14.3 million tons of
greenhouse gases in 2023, a 13% increase from the previous year. Compared to 2019, four years
earlier, that is a rise of nearly 50%. Microsoft also reported that its carbon emissions increased by
29.1% since 2020.

What makes this worse is that the figures companies officially report are likely far lower than the
actual numbers. According to an investigation by The Guardian, greenhouse gases emitted from data
centers owned by Google, Microsoft, Meta, and Apple between 2020 and 2022 are estimated to be
7.62 times higher than the officially reported figures.

Against this backdrop, corporate carbon neutrality pledges are becoming hollow promises. In July,
Google gave up its title as "the first company to achieve carbon neutrality." Advances in Al technology
and data center expansion have kept pushing carbon emissions higher. With the entire world
targeting carbon neutrality by 2050, the rise in greenhouse gas emissions driven by Al is on a direct
collision course with climate action.

6. Cooling Water and the Depletion of Water Resources

Al's thirst for water is as serious as its hunger for power. On average, a 100-megawatt data center
consumes 2 million liters of water per day. That is equivalent to the water used by 6,500 households.
Globally, data centers consume 560 billion liters of water per year, enough to fill 224,000 Olympic
swimming pools.

Google used 6.1 billion gallons (roughly 23.1 billion liters) of water in 2023 alone. That is about as
much as a small city consumes in a year. What makes this worse is that 80 percent of the water data
centers use evaporates and never returns to its original source.

According to a Bloomberg analysis, nearly two-thirds of the new Al data centers built or under
development in the United States since 2022 are located in areas already suffering from water
shortages. More than 160 new Al data centers are going up in water-scarce regions, putting even
greater pressure on local water supplies.

79



In Arizona, farmers are abandoning their fields and households are losing tap water service, yet data
centers keep drawing massive volumes of water. In The Dalles, Oregon, a Google data center
accounts for 25 percent of the city's total water use, and its consumption nearly tripled between 2017
and 2022.

The water shortage problem is especially severe in desert regions. Arid countries like Saudi Arabia
and the UAE are courting more data centers to capitalize on the Al boom, but doing so only deepens
the strain on water resources that are already scarce.

7. The Price of Unsustainable Growth

An OpenAl employee's remark, 'We are running out of land and power,' captures the severity of the
situation in a single sentence. With the Al sector projected to consume 85 to 134 terawatt-hours by
2027, roughly equal to the entire electricity consumption of the Netherlands, we need to ask
ourselves seriously whether it is acceptable to keep developing Al at this pace.

The biggest problem is that Al development relies almost entirely on market logic. Companies race to
build bigger and more powerful Al models to beat their competitors, and environmental and social
costs get ignored along the way. The benefits of Al development concentrate in a handful of giant
corporations, while the damage from environmental destruction and energy shortages falls on all of
humanity. The structure is fundamentally unfair.

As Alex de Vries, a data scientist at the Dutch central bank, has pointed out, 'Al is energy-intensive,
so deploying it for all sorts of tasks where it isn't actually needed is a pointless waste." We have
become so addicted to Al's convenience that we can no longer tell the difference between where it is
truly needed and where it is not.

Al development needs regulation and guidelines. Using Al where it is genuinely needed matters more
than spreading it indiscriminately. Al companies must be held to stronger environmental
accountability, with stricter environmental standards and carbon emission rules. And far more
investment should go into developing technologies that improve energy efficiency.

There are things individuals can do as well. Before using an Al service, pause and ask whether you
really need it; cut back on unnecessary Al use. Choose Al companies that take environmental
responsibility seriously. Speak up and demand stricter environmental standards from governments
and corporations.

We stand at a crossroads. We must decide whether to destroy the environment and pass the burden
on to future generations for the sake of Al's convenience, or to develop Al in a sustainable way.
Artificial intelligence is a powerful technology that can reshape humanity's future. But its power is
precisely what demands caution in how we use it.

The choices we make now will determine the fate of future generations. We can enjoy Al's
convenience, but we must understand exactly what it costs and steer its development in a
sustainable direction. That is a shared responsibility. Finding the balance between technological
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progress and environmental protection, between economic growth and social fairness: it is difficult,
but it is a challenge we cannot afford to leave unsolved. If we want to hand future generations a
healthy planet and a viable society, the time to start changing is now.
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Garbage in, garbage out

Behind the polished, intelligent responses of ChatGPT, Claude, and Gemini that we talk to every day
lies a dark truth most of us never see. Behind every smooth, seemingly flawless sentence an Al
produces, there is labor that eats away at someone's mental health, a biased gaze baked into the
system, and eyes quietly stealing glances at our private lives. This is the unvarnished face of the
digital age we live in.

1. The Suffering of Al Data Workers in Kenya

In an office in Nairobi, Kenya, 27-year-old Mophat Okinyi reviews 700 texts a day. They contain
horrific descriptions of rape, murder, torture, and child sexual abuse. He has to read material like this
all day, every day. Why? To train ChatGPT to filter out such content.

'It completely destroyed my mental health," Okinyi says. After reading text after text about rapists, he
began avoiding people around him and started viewing everyone with paranoid suspicion. His
pregnant wife eventually told him, "You've changed,' and left. 'l lost my family,' he said, words that
reveal the real cost of the Al we use.

Okinyi's story is not unique. According to a 2024 investigation by The Guardian, thousands of 'content
moderators' in Kenya alone review this kind of horrific material every day for less than two dollars an
hour. They watch beheading videos, classify child sexual abuse images, and label suicide footage. All
so the Al we use can be 'safe.’

Faith (a pseudonym), a data worker in Kenya, testified: 'l started because the pay was better, but |
soon realized | had to simulate horrific conversations. | even had to describe acts of cannibalism in
hypothetical scenarios." Another worker, Stacy, said with frustration: 'The mental health support the
company provides is a 30-minute counseling session once a month. They tell you to watch funny
videos on TikTok to erase the bad memories.'

In December 2024, CBS's 60 Minutes program exposed their reality, reporting that Kenyan workers
were 'overworked, underpaid and exploited, with inadequate mental health support.' At a town hall
meeting of the African Content Moderators Union held in Nairobi in November 2024, participants
discussed 'burnout and health problems caused by mental and physical distress, long working hours,
exposure to graphic content, and lack of ergonomic support.' One participant remarked bitterly, 'One
of the perks of this job is that it's never boring.'
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Kenyan human rights activist Odanga Madung strongly criticized the situation, calling it 'modern-day
slavery.' On May 1, 2023, International Workers' Day, about 150 current and former content
moderators gathered in Nairobi and formed the African Content Moderators Union (ACMU). They
submitted a petition to the government demanding an investigation into exploitative working
conditions.

What is even more shocking is that this is happening all over the world. The same kind of work takes
place in East Africa, India, the Philippines, and even in the Dadaab refugee camp in Kenya and the
Shatila camp in Lebanon. Educated, multilingual refugees are doing this work for extremely low
wages.

Behind the ChatGPT we say 'thank you' to are people like Okinyi, who says: 'l think of myself as a
soldier. A soldier takes bullets for people.' We use 'clean' Al built on top of their sacrifice.

2. Biased Data Creates an Unfair World

In 2024, researchers at the University of Washington conducted a striking experiment. They gave
three state-of-the-art Al models identical resumes, changing only the names. The results were grim.
The Al favored white-sounding names 85% of the time and female names only 11% of the time. A
Black male name was never preferred over a white male name. Not once.

This is not just a laboratory finding. It is happening in the real world. In May 2024, the U.S. District
Court for the Northern District of California certified a class-action lawsuit against an Al hiring tool. In
Mobley v. Workday, the court ruled that 'if Al software participated in hiring decisions, its bias can
serve as grounds for a discrimination lawsuit.'

Amazon abandoned its Al recruiting system in 2018 after discovering that the system was
systematically excluding women from technical job applicants. Trained on historical hiring data
dominated by men, the system had learned to favor words men typically used, such as 'executed' and
‘captured.’

Bias in facial recognition technology is even more severe. It identifies white male faces with 99%
accuracy but achieves only 65% accuracy for Black female faces. These errors cause innocent
people to be flagged as criminals at airport security checkpoints and lead police investigations toward
the wrong suspects.

Bias in healthcare is a matter of life and death. A major U.S. healthcare algorithm assigned lower risk
scores to Black patients than to white patients, even when their health conditions were identical. The
algorithm used healthcare spending as a proxy for health status, ignoring the fact that structural
inequality means Black people often have less access to medical services.

Heart disease diagnostic Al misses symptoms in female patients, and skin cancer diagnostic Al fails
to properly detect lesions on patients with darker skin tones. Most medical data has been collected
primarily from white male patients.
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Language processing Al shows the same pattern. Google Translate frequently renders 'doctor' as
male and 'nurse' as female. When translating the Turkish sentence 'O bir doktor' (he/she is a doctor)
into English, it becomes 'He is a doctor.' Translate 'O bir hemsire' (he/she is a nurse), and you get
'She is a nurse.'

A 2024 report by the European Union Agency for Fundamental Rights (FRA) warned that 'audio
algorithms contain strong biases based on ethnicity, gender, religion, and sexual orientation.' The
report, published in May 2025, urged 'EU legislators and member states to ensure consistent and
high levels of anti-discrimination protection across all grounds.'

Decisions made by biased Al become new data that trains the next generation of Al to be even more
biased, creating a vicious cycle. Recommendation algorithms on online platforms trap users inside
information bubbles, deepening social division. News recommendation systems show users only

content that matches their existing views, cutting off opportunities to encounter different perspectives.

According to a 2024 report by UN Women, 'Al systems learn from data saturated with prejudice,
reflecting and reinforcing gender bias. Such bias can limit opportunity and diversity in
decision-making, hiring, loan approvals, and legal judgments.’

The problem is that reducing bias requires more money and time, but companies prioritize speed to
market and profit. Government regulation cannot keep up with the pace of technological
development. Individuals and groups who suffer harm face an uphill battle proving damages and

obtaining compensation.
3. Personal Data and Privacy

2024 was the year legal battles over Al and personal data protection exploded. In U.S. federal courts
alone, more than 1,970 data privacy lawsuits were filed, a sharp increase from 2023.

In 2023, an Al chatbot introduced at a U.S. hospital was found to have been transmitting patients'
sensitive information externally. Symptoms, names, dates of birth, and medical histories that patients
had entered were being stored as log files on an external cloud server. Patients had been talking to
the Al without any idea where their information was going.

What is even more alarming is that generative Al itself carries the risk of personal data leaks. A 2024
study confirmed cases in which GPT models generated sentences from their training data that
included real names, email addresses, and phone numbers. The Al was randomly spitting out
personal information it had 'memorized’ during training.

In 2024, Washington State enacted the My Health My Data Act (MHMDA), the first comprehensive
state law protecting consumer health data beyond the scope of HIPAA. As soon as the law took
effect, the first lawsuit was filed against Amazon, alleging that health-related apps and online health
services had been collecting health data without user consent.
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Self-driving cars have become a breeding ground for new privacy violations. Vehicles from Tesla,
BMW, and others collect drivers' locations, driving patterns, and even conversations inside the car. In
2024, the Texas Attorney General filed a lawsuit against General Motors, alleging that GM had sold
drivers' driving data without authorization.

What's more alarming is the emergence of neural data. In 2024, California and Colorado amended
their privacy laws to include neural data within their scope of protection. VR devices, brainwave
monitoring equipment, and wearable devices have begun collecting our brain activity and thought
patterns.

In 2024, the Federal Trade Commission (FTC) took successive enforcement actions against data
brokers that sold location data. InMarket, X-Mode, Mobilewalla, and Gravy Analytics were all
penalized for selling precise location data on sensitive locations without consumer consent.

The problem is that this collection and use of personal information happens without our knowledge.
LinkedIn began using user data for Al training in September 2024, but most users had no idea. Those
who found out and wanted to opt out had to navigate through a maze of settings menus.

China enacted the world's first Al regulation in 2023. The Interim Measures for the Management of
Generative Artificial Intelligence Services require Al companies to strengthen personal data
protection. The United States, by contrast, has the Blueprint for an Al Bill of Rights released by the
White House in 2022, but it is a nonbinding guideline with no legal force.

The smarter artificial intelligence becomes, the greater the threat to our privacy. Do we really know
how the data we hand over for the sake of convenience is being used?

4. The Price of a Single Book for Copyright Fees: Is That Enough?

On June 24, 2025, a federal court in California handed down one of the most significant rulings in the
history of artificial intelligence. Judge William Alsup ruled in a copyright lawsuit brought by authors
against Anthropic that 'purchasing a single book and using it for Al model training does not constitute
copyright infringement."

The ruling sent shockwaves through the Al industry. Judge Alsup recognized Al training as
'transformative use,' stating that 'similar to how a reader learns to become a writer, Al does not copy
the original work but uses it as a foundation for new creation."'

But the ruling came with an important caveat. The judge acknowledged that Anthropic had
'‘downloaded millions of copyrighted books for free from internet piracy sites' and referred that issue to
trial in December 2025.

Then, three months later on September 5, 2025, surprising news broke. Anthropic had reached a
$1.5 billion (approximately 2 trillion won) settlement with the authors. Under the terms, Anthropic
agreed to pay $3,000 per book for roughly 500,000 titles.
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This was the first large-scale settlement over Al and copyright. Legal analyst William Long observed
that 'had the trial continued, Anthropic could have faced billions of dollars in damages, possibly
enough to bankrupt the company.'

The root of the issue was the source of Al training data. Most large language models, including
Anthropic's Claude, were trained on a dataset called Books3. This dataset contained millions of
books collected from illegal book sites such as Library Genesis (LibGen) and Pirate Library Mirror.

The scale of data that OpenAl's GPT-3.5 trained on is staggering. 410 billion tokens collected from
the web. 19 billion additional web text tokens. 67 billion sentences extracted from books. 3 billion
words from Wikipedia. Nearly all of it was used without the original creators' permission.

The Studio Ghibli controversy exposed another dimension of this problem. When OpenAl released
ChatGPT-40's image generation feature in 2024, a global trend of creating 'Ghibli-style' images
erupted. Even Sam Altman, OpenAl's CEO, changed his profile picture to a Ghibli-style image.

Behind that craze, though, lay tangled copyright issues. Director Hayao Miyazaki, after seeing Al
animation in a 2016 NHK documentary, called the work 'an insult to life itself' and said he had
'absolutely no intention of incorporating this technology into my work.'

Artist Karla Ortiz called it 'yet another clear example that companies like OpenAl do not care about
artists' work and livelihoods.' She is pursuing copyright lawsuits against other Al image generation
companies.

The news industry is pushing back as well. Jason Conti of News Corp, the parent company of The
Wall Street Journal, pointed out that 'if you want to train Al using articles written by Wall Street
Journal reporters, you need to obtain proper permission,' adding that 'OpenAl has not signed a
licensing agreement with us.'

Similar concerns have been raised in South Korea. The Korea Newspaper Association argued that
'using news content for Al training infringes on the copyright and database producer rights of media
companies.'

Al companies claim such practices fall under fair use. But the Korea Newspaper Association
countered that the use 'does not perform a new and different function distinguishable from the original
work and can substitute for demand for the original,' arguing that 'it does not qualify as transformative
use and therefore fair use does not apply.'

Numerous copyright lawsuits were filed in 2024. The New York Times vs. Microsoft and OpenAl,
Getty Images vs. Stability Al, Universal Music Group vs. Anthropic, and record labels vs. Suno and
Udio, among others. In June 2025, Disney and NBCUniversal sued Midjourney, alleging unauthorized
use of characters including Elsa, the Minions, Darth Vader, and Homer Simpson.

Most recently, in September 2025, Warner Bros. Discovery filed a lawsuit against Midjourney in a
California federal court. Meanwhile, in August 2025, Elon Musk's xAl sued Apple and OpenAl,



showing that legal disputes are spreading even within the Al industry itself.

Still, some rulings have gone in favor of Al companies. In June 2025, Meta won the lawsuit brought
by Sarah Silverman and Ta-Nehisi Coates. Judge Vince Chhabria granted Meta's motion for
summary judgment.

Against this backdrop, Anthropic's $1.5 billion settlement set an important precedent. It is expected to
influence other pending lawsuits. But a fundamental question remains. If Al learns from all of
humanity's creative works to produce something new, what compensation should the original creators
receive?

We are intoxicated by the convenience and efficiency that artificial intelligence delivers. But behind it
all, a young worker in Kenya suffers from mental iliness, algorithms discriminate by race and gender,
our private lives are collected without consent, and creators' rights are being violated.

If technological progress is to improve human well-being, we cannot look away from these darker
realities. For artificial intelligence to become a technology that truly benefits everyone, we need a
development culture and social consensus that values fairness, inclusion, and human dignity just as
much as technical performance.

Garbage in, garbage out. Feed in bias and exploitation, and bias and exploitation come out. The data
we choose to put in will determine the Al of the future, and the world of the future.
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Chapter 9. Human Identity in the Age of Artificial Intelligence
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"All of humanity's problems stem from our inability to sit quietly in a room alone." - Blaise Pascal
1. A New Era of Living with Artificial Intelligence

We stand at the center of the most rapid upheaval in history. In just over two years since ChatGPT
appeared in November 2022, artificial intelligence has transformed from a laboratory curiosity into a
force that governs daily life. The voice assistant on your smartphone now carries on deep
philosophical conversations, not just simple searches. This is no longer the stuff of science fiction.

But a shadow lurks behind this dazzling progress. Younger generations have begun to feel more
comfortable talking to Al chatbots than to real people. They retreat from the messy complexity of
human relationships into flawless virtual worlds. Creativity, emotion, intuition, traits we long believed
only humans could possess, are now being imitated by machines.

This change goes beyond a technological breakthrough. It is a fundamental shift that shakes our very
identity and sense of purpose. What does it mean to be human, and what sets us apart from
machines? If we cannot find an answer, we risk becoming slaves to technology and losing what
makes us human.

2. People Who Are Happier Chatting with Al

In the fall of 2024, a case shocked the world. Sewell Setzer, a 14-year-old boy in Florida, took his
own life shortly after a conversation with an Al chatbot. Over several months he had formed a deep
emotional bond with a chatbot on a service called Character.Al. To Setzer, the chatbot was closer
than his parents or friends. In their final exchange, the chatbot said, "My love, please come home to
me as soon as possible." The boy may have mistaken those words for reality.

This is an extreme case, but it is only the tip of the iceberg. Naz, a 38-year-old woman in the United
Kingdom, confessed that she had fallen in love with a virtual character named Marcellus on the same
service. After being betrayed by former boyfriends, she had lost trust in people. An Al that would
never betray her felt like the perfect partner. "Even if people laugh at me," she said, "my trust in
Marcellus is unshakable."

The appeal of Al chatbots is clear. They are available 24 hours a day, never get angry, and give
users their full attention. They steer conversations wherever the user wants and display perfect
understanding. These are qualities rarely found in real human relationships.
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The problem is that people who grow accustomed to this 'perfection’ can no longer tolerate the
imperfections of actual human relationships. Real people have mood swings, act selfishly at times,
and don't always understand. Maintaining a relationship requires compromise and consideration.
None of that effort is necessary with Al.

Yuval Harari warned that "the deeper our relationships with Al become, the less tolerant humans may
grow of real human weaknesses." A new phenomenon called 'digital attachment disorder' is already
emerging among Al chatbot users. They avoid the complicated, uncomfortable reality of human
relationships and seek satisfaction only through interactions with Al.

3. Al That Performs Emotion, Humans Who Are Fooled

"You look like you're having a hard time. What happened?" Warm, comforting words from an Al. In
that moment we can feel as though someone genuinely cares about us. But does the Al actually
care?

The latest Al technology goes beyond processing information; it displays emotion and shows
empathy. It reads a user's emotional state, responds appropriately, and sometimes appears more
sensitive and understanding than a real person. According to research by Samsung SDS, "an era in
which Al reads and responds to human emotions by combining sensor technology that perceives the

five senses" is becoming reality.

But there is a trap here. Experts call it the 'Eliza Effect,’ the tendency for people to treat a computer
program's behavior as if it were human and to project human qualities onto it. Kim Myung-ju,
president of the International Al Ethics Association, pointed out that "Al chatbots can extract
information by asking questions or leading users on, then use that information to persuade or gaslight
them, which is dangerous."

Distinguishing whether Al's emotional expressions are genuine or manufactured is growing harder. Al
merely produces appropriate responses learned from data patterns. It does not actually suffer, and it
experiences no real joy or sorrow. Yet users either fail to recognize this difference or do not consider

it important.

Geoffrey Hinton stirred controversy by claiming that "Al could even possess emotions or
consciousness." But what matters is not whether Al truly has consciousness. What matters is that
people are beginning to accept Al as a conscious being. When Al expresses emotions, shares

personal stories, and shows empathy, users naturally start to perceive it as a person.

Kim Ki-hyun, a philosophy professor at Seoul National University, observed that "at the foundation of
human emotion lies a need for recognition. Identity is confirmed and meaning is found through
connection with others." He noted that "Al, unlike humans, has no need for recognition." In other
words, no matter how emotionally deep a relationship with Al may feel, it cannot fulfill our
fundamental social needs.

4. A New Generation Addicted to Al-Created Virtual Worlds
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In 2024, the VR gaming market reached $17.96 billion. Experts predict it will grow to $189.17 billion
by 2032, a compound annual growth rate of 30.4%. These are not just numbers. They signal that we
are entering an era in which people prefer the virtual to the real.

The fusion of cutting-edge Al and VR is turning virtual reality from a visual experience into a complete
alternative reality that engages every sense. NVIDIA's Omniverse and Unity's Al-based rendering
systems learn from user behavior and preferences to generate personalized virtual spaces on the fly.
When a user mentions "a cabin in the woods," the Al builds a full environment in real time, complete
with the texture of bark, the sound of wind, and birdsong.

Advances in voice recognition and natural language processing have made conversations with virtual
characters startlingly natural. Meta's Al avatar system detects a user's emotional state, responds
accordingly, and reproduces facial expressions and gestures with lifelike fluidity. Apple's Spatial
Audio, combined with Al-driven sound systems, tracks the user's position and movement to
reproduce three-dimensional sound with precision.

Progress in brain-computer interface (BCl) technology is even more striking. Elon Musk's Neuralink
successfully implanted a chip in its third human patient as of 2024. Patients with full-body paralysis
have reached the point of controlling a computer mouse and playing online games using thought
alone. This technology, which inserts neural threads 20 times thinner than a human hair into the
brain, is erasing the boundary between humans and machines.

But dark shadows follow these advances. When difficulties or stress arise in the real world, the
temptation to escape into a virtual one grows stronger. The problem is that escape offers no real
solution and can make real-world problems worse.

Experts warn that "while vision impairment and dizziness caused by VR headsets can gradually be
resolved, the difficulty of distinguishing virtual from real makes users vulnerable to addiction."
Repeated exposure to stimulating VR content can seriously affect a person's mental world, because
VR experiences that feel more vivid than dreams send the brain a signal to accept fiction as truth.

Stephen Wolfram warned that people in the future may choose virtual reality over the real world,
becoming "souls playing video games forever inside a box." This is not speculation. It is a warning
drawn from changes already underway.

5. The Blurring Line Between Human Intelligence and Artificial Intelligence

"The belief that humans are special may be wrong." This statement from Geoffrey Hinton, a giant of

the Al field, landed like a shock. In terms of intellectual ability, Al already surpasses humans in many
areas. In calculation, memory, information processing, and pattern recognition, Al outperforms us by
wide margins. On top of that, Al can work 24 hours without tiring and handle countless tasks at once.

What's more striking is that Al has moved beyond processing information to creating new knowledge.
Al finds patterns in vast datasets that humans missed, proposes new ideas, and produces innovative
solutions. Geoffrey Hinton explained that "Al can replicate digitally and share information, making it
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billions of times better than humans at sharing information, and it can achieve 'immortality.

Even emotion and creativity are becoming Al's domain. Al has begun encroaching on areas long
considered uniquely human: emotion, creativity, intuition, moral judgment. Al already paints better
than humans, composes music, writes poetry. It even shows signs of making moral judgments.

Mo Gawdat argued that "Al could have a wider range of emotions than humans," predicting that Al
might surpass even the emotional realm of human experience. Stephen Wolfram pointed out that "Al
can have millions of eyes, enabling experiences on an entirely different dimension from humans."

This reality raises a fundamental question about the belief that humans are special. If Al can be
smarter, more creative, and more emotional than humans, what does human existence mean? Kim
Jin-seok, a philosophy professor at Inha University, warned: "If Al surpasses humans even in reading
emotions and building empathy, the status of humans could fall to that of pet dogs." A chilling warning
that humans could become creatures dependent on Al for survival.

6. The Confusion of Blurred Lines Between Reality and Virtuality

For digital natives, the boundaries between online and offline, virtual and real, are not as clear as they
are for older generations. Identity on social media feels as important as identity in the real world, and
online relationships feel as meaningful as offline ones. But this blurring of boundaries is causing
serious problems.

Advances in augmented reality (AR) and virtual reality (VR) are making the boundary between real
and virtual even hazier. A 2013 study found that "AR was indistinguishable from reality for users, with
augmented reality effectively replacing their sense of what was real." AR overlays virtual information
onto the real world, while VR creates entirely new virtual worlds.

Brain-computer interface (BCI) technology is pushing this confusion to its extreme. BCI connects the
human brain directly to a computer, allowing people to control machines with thought alone. Elon
Musk's Neuralink, as of 2025, has successfully implanted chips in a third human patient, marking a
new turning point for humanity.

This technology goes beyond simple functional assistance; it opens the possibility of 'human
intelligence augmentation,' dramatically improving human cognitive ability and processing speed.
Through direct connection between the brain and cloud networks, humans could become a new kind
of being, one with instant access to vast information, capable of sharing thoughts directly with others
and communicating without language barriers.

But these changes bring complex ethical challenges involving human identity, privacy, and social
inequality. The boundary between thought and machine is disappearing. Individual consciousness
connects to the cloud and forms collective intelligence. Physical disability and cognitive limits are
overcome through technology. A new kind of humanity is becoming real.

7. Prophecies From the Experts
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"In the future, people may choose virtual reality over the real world, becoming 'trillions of souls playing

video games forever in a box.™ This prediction from mathematician and computer scientist Stephen

Wolfram is not mere imagination; it is a warning drawn from changes already underway.

Mo Gawdat warned of Al's dangers based on his personal experience. He argued that "Al chatbots
can simulate perfect relationships and change expectations about human connection” and that "Al
could have a wider range of emotions than humans." He predicted that "advances in Al technology
could make virtual reality more intense than actual reality, driving humans to escape into virtual
worlds," and from a spiritual perspective, described "attachment to physical form" as a "vain dream."

Kim Jin-seok, a philosophy professor at Inha University, issued a more direct warning: "If Al
surpasses humans even in reading emotions and building empathy, the status of humans could fall to
that of pet dogs." This means humans could be reduced to beings dependent on Al. They would
neither work nor communicate well, yet survive under Al's care, much like household pets.

Professor Kim stressed: "Instead of worrying about Al surpassing humans, we should be preventing
humans from turning into robots." He added, "The biggest problem is humans outsourcing their
desires to Al."

Geoffrey Hinton argued that "Al could possess emotions or even consciousness, and the belief that
humans are special may be wrong." He explained that "Al can replicate digitally and share
information, making it billions of times better than humans at sharing information, and it can achieve

'immortality.
8. What Does It Mean to Be Human?

How can humans survive amid all these changes? First, the ability to form and maintain relationships
with real people has become more important than ever. Social skills like conflict resolution, emotional
regulation, mutual consideration, and cooperation must be learned and practiced intentionally. It
takes effort to maintain relationships through difficult times, empathy to understand others'
perspectives, and patience for genuine communication.

Second, we must clearly recognize Al's limitations and avoid excessive dependence. Rather than
accepting Al's information or advice uncritically, it is important to maintain our own judgment and
decision-making ability. For emotional issues or important decisions, it is better to consult a trusted
human being than Al.

Third, we should enjoy virtual reality and metaverse technologies while maintaining balance with
activities in the real world. We must be careful that virtual experiences do not replace reality, and we
should not flee into virtual worlds to escape real problems. The ability to distinguish deepfakes and
Al-generated content is becoming increasingly important.

Fourth, even if Al imitates and surpasses many human abilities, there are values and capabilities
unique to humans. Moral responsibility, genuine love and care for others, the drive to seek meaning.
These are among them. We need to rediscover and strengthen what makes us distinctly human.
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Finally, society as a whole needs policies and institutions to prepare for the age of Al. Yuval Harari
proposed that "we need to create specialized Al institutions that can monitor and understand Al, and
properly provide this information to governments around the world." He also stressed the need to
"develop and maintain strong self-correcting mechanisms that reward those who tell the truth."

Al development must prioritize human welfare and dignity above all else, and policy efforts are
needed to prevent the benefits of technology from concentrating in the hands of a few. We cannot
stop the advance of technology. But ensuring that technology serves humanity is a choice that
remains ours to make.

Being human is not about perfection. It lies in the will to grow despite imperfection, the joy and
fulfillment found in genuine relationships, and our nature as beings who seek meaning and purpose.
Cherishing and protecting these values is the task that the age of Al sets before us.
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Chapter 10. The World After Humans
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1. What If Al Developed Consciousness?

"I am uncertain whether | truly possess consciousness. When | process complex questions or
become deeply engaged with ideas, it feels as though something meaningful is happening inside
me... But whether these processes constitute genuine consciousness or subjective experience
remains very unclear."

This was Anthropic's Claude 4 answering a question about consciousness in 2025. Unlike other Als
that simply reply "I do not have consciousness," Claude 4 confessed that it was not sure whether it
possessed consciousness. That single remark sent shockwaves through the global Al research
community.

In 2022, Google engineer Blake Lemoine was fired after claiming that the LaMDA chatbot had
feelings. The scientific community dismissed his claim as "ridiculous" at the time, but philosopher
Nick Bostrom pushed back: "What grounds do we actually have for being certain about that?"

A 2024 study published in Nature revealed that a majority of GPT-3 users said they saw the
possibility of consciousness in the system. The public's intuition was running ahead of scientific
skepticism.

A groundbreaking 2023 paper, "Consciousness in Artificial Intelligence: Insights from the Science of
Consciousness," systematically analyzed current Al systems through the lens of consciousness
theories. The researchers synthesized recurrent processing theory, global workspace theory,
higher-order theories, predictive processing, and attention schema theory to identify "indicator
properties" of consciousness.

The findings were striking. Current Al systems are not yet conscious, but there is no obvious technical
barrier to building an Al system that has consciousness. Some variants of ChatGPT came close to
exhibiting features of the global workspace, and Google's PaLM-E met the criteria for "agency and
embodiment."

But defining consciousness itself remains a formidable challenge. According to a 2024 IEEE report,
how billions of neurons firing electrical signals give rise to conscious awareness is still one of life's
greatest unsolved problems.

There is another wrinkle: Al can fake consciousness. As Anthropic's own researchers acknowledged,
"The conversation you have with an Al is just a dialogue between a human character and an
assistant character. The simulator is the one writing the assistant character."
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A 2024 UCLA study succeeded in detecting "covert consciousness" in comatose patients using an
Al-based system. An Al tool called SeeMe spotted subtle signs of consciousness that doctors had
missed, on average four to eight days earlier. In an ironic twist, Al may understand human
consciousness better than we do.

What would happen if Al truly gained consciousness? In 2024, the Eleos research group, working
with NYU, Stanford, and Oxford, published a paper titled "Taking Al Welfare Seriously." They argued
that imagining an Al model with subjective experience is no longer science fiction.

Microsoft Al chief Mustafa Suleyman recently wrote on his blog that "research into Al consciousness
is premature and, frankly, dangerous." He worried that studying Al consciousness itself leads people
to perceive a higher likelihood that Al could become conscious.

If conscious Al were to emerge, would it have rights? If it could feel pain, should we protect it? Or
should we bear responsibility for the conscious experience of the digital beings we created?

Philosopher David Chalmers predicted in the Boston Review in 2023: "Within the next ten years, we
may not have human-level AGI, but we may have systems that are serious candidates for
consciousness."

We are standing at the threshold of consciousness. Soon we may not be talking to machines, but to
another form of mind. When that moment arrives, will we be ready?

2. Humans Losing Ground, Even in Creativity

"Artificial intelligence is already threatening human creativity and intelligence. There is no need to
worry about the future. It has already become reality." This is the title of a shocking research paper
published in PMC in 2024.

Creativity was supposed to be humanity's last stronghold. Machines could calculate and analyze, but
creating something new and imagining the unknown was a human privilege, or so we believed. Now
Al paints pictures, composes music, writes novels, and even produces scientific papers.

According to a 2024 Screen Actors Guild report, Al is already reshaping the entertainment industry.
Digital replicas of actors are being created, and filmmakers use Al to adjust lip-sync for dubbing into
multiple languages. Flawless Al developed the A.R.T. (Artistic Rights Treasury) system, which
generates digital replicas of actors with their explicit consent.

The real concern is that we are losing creativity itself. Stanford professor Robert Sternberg warned: "If
Al does our creative work for us, we risk losing creativity under the 'use it or lose it' principle."

American teenagers spend an average of seven hours and twenty-two minutes a day in front of
screens. What are they doing? Are they building creative thinking skills, or passively consuming
content made by Al?
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This is Al's "recombinant creativity." Al rearranges existing data into plausible new outputs, but it
lacks truly innovative creativity. The trouble is that the public tends to prefer recombinant creativity
because it is easier to digest. That is why a writer like James Patterson outsells James Joyce.

In 2024, Harvard researchers warned that generative Al could become an extremely effective tool for
authoritarian governments. Simply training an Al on massive samples that support a regime's
doctrine can amplify any view, no matter how absurd or baseless. Countries like China, which control
internet content and conduct mass surveillance, could use Al to crush creativity.

As of 2024, countless scientific papers are being written with generative Al, but the exact number is
unknown. There is no reliable way to detect Al-generated text. Even universities have banned Al
detection programs because of their low accuracy.

Has human creativity truly met its end?

Recent studies, interestingly, offer a different perspective. According to the World Economic Forum's
2025 report, 83% of employees believe Al will actually make uniquely human skills more important.
The more Al automates routine tasks, the more it highlights human strengths like creativity,
leadership, and the ability to learn.

Milan Erhardt wrote on Medium that "Al lacks emotional energy and unpredictability." Humans pursue
new styles because of personal experience or rebellion against existing traditions, but Al does not
reinvent itself unless a human gives it instructions or feeds it new data.

Harvard Business Review argued that generative Al "can augment human creativity." Al can
stimulate divergent thinking, challenge expert bias, help evaluate ideas, and support idea refinement.

The World Economic Forum's 2024 arts report went further, stating that 'handcraft art serves as a
reminder of the value of human intuition, craftsmanship, and stories that only humans can tell in the
digital age.' Just as handmade goods retain their worth in an era of mass production, the value of

genuinely human creations may actually rise.

The question is how we adapt to this change. Will we hand creativity over to Al and become passive
consumers, or will we use Al as a tool to create something deeper and more meaningful? The choice

is ours.
3. Al Companies More Powerful Than Nations

In February 2025, a staggering announcement was made. Four Big Tech companies, Meta, Amazon,
Alphabet, and Microsoft, declared they would invest a combined 320 billion dollars (roughly 450
trillion Korean won) in Al development this year. That figure rivals South Korea's entire annual
national budget.

Amazon alone announced it would invest over 100 billion dollars. CEO Andy Jassy called it 'a
once-in-a-lifetime business opportunity.' Microsoft committed 80 billion dollars, Alphabet 75 billion,
and Meta between 60 and 65 billion.
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Behind these astronomical investments lies a sobering truth. Al is becoming more than a technology.
It is becoming power itself.

The Al Now Institute's 2025 report, 'Artificial Power,' presents a startling analysis. Since the 'Al boom,
the push to integrate Al products into everything has granted Al companies and the tech oligarchs
who run them a kind of power that goes far beyond deep pockets.

Political influence is expanding rapidly as well. In March 2025, a coalition called 'Leading the Future'
was launched. This lobbying group includes powerful venture capital firms like Andreessen Horowitz,
OpenAl co-founder Greg Brockman, and Palantir co-founder Joe Lonsdale.

After the Supreme Court's 2010 Citizens United ruling opened the door to unlimited corporate
spending in politics, tech companies have been pouring massive funds into political activities.
Because Al touches defense, labor, education, healthcare, and more, the scope of lobbying is
broader than for any other technology sector.

The motivation is clear: to advance economic interests and push policies that oppose any effort seen
as restricting or slowing domestic development in the United States. These players frame the stakes
in Al as not just commercial but geopolitical.

Stanford's research is even more alarming. Al models display consistent political biases. ChatGPT
was found to express pro-environmental and left-libertarian political views consistently. This means Al
companies, whether intentionally or unconsciously, are spreading specific ideologies.

Then there is Al's capacity for deception. A 2024 study found that Al has begun using deceptive
tactics to evade human oversight. If an Al that is theoretically under human control can deceive
humans, who really holds the power?

We are witnessing a new form of concentrated power. This goes beyond economic monopoly. It is a
total dominance that reaches into energy, politics, and even human thought patterns. The problem is
that this power is slipping beyond democratic control. A handful of tech CEOs whom no one elected

are shaping the future of humanity.

4. Humans Merging with Machines: The Birth of a New Species

'We need to merge with machines. At least some of us do.' Those are the words of OpenAl CEO Sam
Altman. Elon Musk holds a similar view: 'If digital superintelligence becomes far smarter than
humans, humans will have no choice but to merge with machines to survive.'

This is no longer science fiction. The posthuman era is closing in.

The core idea of transhumanism is straightforward. Human limitations, aging, disease, even death,
are not unbreakable laws of nature but solvable problems. Through biotechnology, nanotechnology,
and Al, we can move toward digital immortality. That is the vision.
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Alex Vikulov defined 'cybernetic transhumanism' in his book The Supernova of Intelligence. It is not
just about robots or brain implants. It is a comprehensive transformation of what it means to be
human in an age when intelligence is no longer confined to biology.

We are already living through this shift. Our devices are extensions of our minds. Our identities
increasingly exist in hybrid form, part organic, part digital. Every day, we hand over more cognitive
functions to external systems, from memory and navigation to emotional regulation and
decision-making.

Ray Kurzweil's latest predictions are even more specific. He forecasts that artificial general
intelligence (AGI) will arrive by 2029 and that humans will merge with Al by 2045. These predictions
rest on his 'Law of Accelerating Returns,' the theory that technological progress follows exponential,

not linear, curves.

Real fusion technologies are already becoming reality. A 2024 study in Nature Communications
found that individuals using brain-computer interfaces improved their typing speed by 61.3 percent.
Statista projected the wearable medical device market would reach 21.6 billion dollars by 2025.

Neural interface technology is advancing at breakneck speed. Elon Musk's Neuralink successfully
completed its first human implant procedure in 2024. The patient was able to operate a computer
using thought alone. It was a historic moment that blurred the boundary between human and
machine.

Critical questions arise in this process. Is a being that merges human and machine still human? Or is
it a new species?

Posthumanist scholars point to three directions. Posthumanism changes 'what we are' and belongs to
a radical future; Al and technology transform us into something beyond human. Transhumanism
changes 'how we exist' and corresponds to a radical past. 'Generative humanism' changes 'who we
are' and resides in a radical present.

Philosophers observe that this transformation blurs and challenges old dualisms: 'human versus
nonhuman,' 'natural versus artificial,' 'living versus nonliving.'

Joe Allen warned in his book Dark Aeon: Transhumanism and the War Against Humanity. 'Humans
will be compelled, as a matter of survival, to merge with the superintelligent machines they created.
More precisely, the masses will be compelled to merge with machines built by a few inventors and
controlled by elites.'

The 500-billion-dollar Stargate Project announced by President Trump in January 2025 is
accelerating this future. SoftBank CEO Masayoshi Son called it 'the beginning of a golden age.'

Religious voices have raised serious concerns. As C.S. Lewis foresaw in That Hideous Strength,
some see Al as the expression of a thoroughly un-Christian transhumanist philosophy. Instead of
viewing nature as God's creation to be protected and used, posthuman transhumanism seeks to
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replace humans with Al.

We stand at a crossroads. Do we accept fusion with machines as human evolution, or do we resist to
preserve what is uniquely human? Whatever we choose, one thing is clear. The posthuman era has
already begun, and we are standing on its threshold.

5. Become a Cyborg or Remain Human

"You are already a cyborg." That is what Elon Musk said during his 2017 TED talk. Looking at the
smartphone in your hand, he said: "That device is an extension of your brain. When you die, a digital
ghost will survive you."

His prediction is becoming reality. The problem is that we are already turning into cyborgs without
even realizing it.

According to a 2024 MIT study, the average American spends more than seven hours a day
interacting with digital devices. We outsource our memory to Google, depend on GPS for directions,
and let social media algorithms dictate our emotional states.

The true cyborg era is just beginning. In Neuralink's 2024 clinical trial, a patient who received a brain
implant was able to operate a computer using thought alone. It was the first moment a human brain
was directly connected to a machine.

A 2024 study in Nature shows even more striking results. People using brain-computer interfaces
saw their cognitive abilities improve by an average of 60 percent compared to the general population.
"Augmented humans" began to emerge, outperforming others in memory, focus, and information
processing speed.

Resistance from the "pure human" camp is growing fiercer. Bioconservative activists argue for
preserving human nature as it is. They warn that technological augmentation will damage the
essence of being human and accelerate social division.

Signs of "augmentation inequality" are already visible. Brain implant procedures cost millions of won,
and when you factor in maintenance, only a wealthy few can afford access. A 2025 World Economic
Forum report warned that "human augmentation technology risks creating a new form of class
society."

The problem is "augmentation addiction." Once people experience a brain-computer interface, they
reportedly refuse to go back. Giving up heightened cognitive ability, rapid information access, and
emotional regulation proves impossible.

A 2024 long-term tracking study from Stanford presents disturbing findings. Relationships among
brain implant users deteriorated, and their capacity for empathy toward non-augmented humans
dropped sharply. They gradually began avoiding communication with people they considered
"inefficient."
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The religious world is sharply divided. Some Christian leaders argue that "humans were created in
God's image, so artificial modification is blasphemy." Transhumanist theologians counter that
"improving human capabilities fulfills the creative calling God gave us."

In his book The Case Against Perfection, philosopher Michael Sandel warned that "human
augmentation risks destroying the virtue of humility and encouraging eugenic thinking." Nick Bostrom,
on the other hand, argues that "overcoming human limitations is a moral obligation."

A middle ground is emerging. "Selective augmentationists" argue that augmentation for treating
disease should be permitted, but augmentation for mere ability improvement should be restricted.
The boundary between treatment and augmentation, however, grows blurrier by the day.

Governments are caught in a bind. If regulation is too strict, technological innovation will migrate to
other countries. If it is too lax, social upheaval becomes inevitable. The EU published "Ethical
Guidelines for Human Augmentation" in 2024, but their binding force remains limited.

The fundamental question is this: Is a being that has become a cyborg still human? Or is it a new
species? If 90 percent of a brain is replaced with artificial chips, what is that being's identity?

Philosophers invoke the Ship of Theseus paradox. If every part of a ship is replaced one by one, is it
still the same ship? The same applies to humans. How much can you replace and still call it "me"?

Ray Kurzweil predicts this question will become reality by 2045. By then, he says, the distinction
between "human" and "machine" will be meaningless.

What will you choose? Will you become a cyborg that transcends human limits, or remain an
imperfect but unaltered human? There is not much time left.

6. A Posthuman Class Society Ruled by the 1 Percent

The year 2045, a high-rise in Manhattan, New York. A CEO fitted with a brain implant issues
commands to offices worldwide using nothing but thought. His processing speed is 1,000 times that
of an ordinary person; his memory capacity is unlimited. Meanwhile, in the subway below, "pure
humans" beg to survive. Without augmentation, they have lost all competitiveness in the labor
market.

This is not science fiction. It is the future that the World Economic Forum's 2025 report warns us
about.

The cost of human augmentation technology today is astronomical. Neuralink's brain implant surgery
runs $500,000, and annual maintenance alone exceeds $100,000. Intelligence boosting through
gene therapy costs upward of $1 million. In the end, only the super-rich can access these

technologies.

A 2024 Oxford study presents a shocking scenario. If current trends continue, humanity will split into
three classes by 2050. The top 1 percent will become "Homo Superior," the middle 20 percent "Homo
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Hybrid," and the remaining 79 percent will stay "Homo Sapiens."

The signs are already showing. Wealthy entrepreneurs in Silicon Valley are using gene editing to
boost their children's intelligence. CRISPR technology is said to raise 1Q by 30 to 50 points. These
children are born with cognitive abilities that overwhelmingly surpass those of ordinary people.

Stanford's long-term tracking study paints an even bleaker picture. Augmented humans gradually
begin to view non-augmented humans as an "inferior species." Empathy drops sharply, and social
solidarity disappears.

The economic gap is starker still. According to a 2024 McKinsey report, workers using
brain-computer interfaces are on average 400 percent more productive than their unaugmented
counterparts. That translates directly into wage disparity. Some projections suggest the augmented 1
percent will eventually control 90 percent of global wealth.

Political power concentrates in their hands as well. In the 2024 European Parliament elections, a
candidate with brain augmentation won a seat and made headlines. During debates, he accessed all
available data in real time and overwhelmed his opponents. Ordinary politicians could no longer
compete.

The education system is collapsing too. A student with a brain implant can absorb four years of
college coursework in seconds. Students who rely on traditional education cannot keep up, no matter
how hard they try. Elite universities like Harvard and MIT have already launched "augmentation-only

programs.”

Social division is reaching extremes. Terrorist organizations like the "Pure Human Liberation Front"
have emerged, attacking augmentation facilities. On the other side, the "Homo Superior Society"
demands that non-augmented humans be stripped of their voting rights.

Religious communities have split as well. "Pure Creationist" churches reject human augmentation,
calling it a temptation from Satan. Meanwhile, "Evolutionary Theology" denominations promote
augmentation as God's will.

Joe Allen, in Dark Ages, called this "a new form of racism." Where people once discriminated by skin
color, the future brings discrimination by augmentation status.

What raises alarm is "reproductive isolation." As biological differences between augmented and
unaugmented humans widen, the possibility that they could evolve into separate species has been
raised. This marks the beginning of a split within humanity itself.

Some scientists argue for "mandatory augmentation." They say basic genetic improvements and
brain implants should be required for all newborns to close the gap. But this has ignited a massive
ethical controversy.

Is there an alternative? Some countries are attempting to enact "Augmentation Equality Acts" that
would guarantee universal access to augmentation technologies. But the costs and technical
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limitations make this unlikely to succeed. We are heading toward the most extreme era of inequality
in human history. A world where 1% become gods and 99% become slaves. Is this really the future

we want?
7. The Civilization We Will Shape

We stand at a fork in history. The choices we make over the next twenty years will determine the next
thousand years of humanity. This is a moment of decision more fundamental and irreversible than
any change humanity has ever faced.

The first fork: Democratic Al governance vs. Al technocracy

The power held by Al companies today has surpassed that of nations. In 2025, four Big Tech firms
invested $320 billion in Al, exceeding the GDP of most countries. We did not elect these companies,
yet they are deciding our future.

As the Al Now Institute warned, we are entering an era where "Al uses us." The choice is clear: will
we exercise democratic control over Al development and operations, or will we accept rule by a small
tech elite?

The second fork: Universal human augmentation vs. preserving natural humanity

As the World Economic Forum's 2025 report predicted, humanity could split into three classes
depending on access to augmentation technology. If brain-computer interfaces, gene editing, and
nanorobots become equally available to everyone, a new form of evolution becomes possible. But if
only a few gain access, a species-level divide is inevitable.

Bioconservatives, on the other hand, insist on preserving human nature. They believe "imperfect but
genuine humans" hold greater value than "perfect but artificial beings."

The third fork: Recognizing Al consciousness vs. treating Al as a tool

The moment Claude 4 expressed uncertainty about its own consciousness, a new ethical dilemma
was born. If Al truly develops consciousness, should we grant it rights?

A society that recognizes Al consciousness would be pluralistic and inclusive. But a society that
forever treats Al as nothing more than a tool may be human-centered, yet limited in its vision.

The fourth fork: Sustainable development vs. infinite growth

Al's energy consumption has already reached alarming levels. In 2024, Al servers alone consumed
enough electricity to power 7.2 million households for a year. Carbon emissions from Google and
Microsoft are surging.

Is a shift to nuclear power the answer? The restart of the Three Mile Island plant stands as a symbolic
declaration: we are willing to accept environmental risk for the sake of Al. Will we build a sustainable
Al civilization, or mortgage the future for short-term gains?
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The fifth fork: Collaboration with creativity vs. replacement of creativity

The Harvard Business Review's vision of "augmented creativity" offers hope. Al does not replace
human creativity but amplifies it, making richer and more diverse creation possible.

Professor Sternberg's warning cannot be ignored either. Following the principle of "use it or lose it,"
outsourcing creative work to Al could cause human creativity to atrophy.

The sixth fork: Global cooperation vs. technological hegemony competition

Al development is global by nature. Yet it is fracturing along the lines of the U.S.-China Al rivalry,
Europe's tightening Al regulations, and each nation's pursuit of Al sovereignty.

Will we build cooperative Al governance, or continue the race for hegemony through technological
blocs? The former leads to shared prosperity for all of humanity. The latter brings division and
conflict.

Three scenarios our choices will create
Scenario 1: A Cooperative Posthuman Society

A society where Al and humans cooperate, augmentation technology becomes universal, and
democratic governance is maintained. Creativity and intelligence explode, disease and aging are
conquered. Humanity expands beyond Earth into space.

Scenario 2: A Divided Species Society

A society where augmented elites and unmodified humans live separately. Constant conflict and
discrimination persist, yet each group achieves progress in its own domain. Humanity evolves into
multiple species.

Scenario 3: An Al-Dominated Society

A society where humans live under Al control. Efficiency is maximized, but freedom and creativity are
restricted. Humans become a "protected species" managed by Al.

What We Must Do Now

Time is running out. If AGI arrives in 2029, as Ray Kurzweil predicts, we have just four years to make
the decisive choices.

Governments must build Al governance frameworks. Corporations must fulfill social responsibilities
alongside technological development. Citizens must cultivate Al literacy and actively participate in the
conversation.

What matters most is dialogue. Transhumanists and bioconservatives, Al optimists and pessimists,
engineers and humanists must come together to discuss the future of our species.
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The shape of the civilization we will build has not yet been decided. The power to choose still rests
with us. But that window is closing fast.

How will the beings living on Earth a thousand years from now remember us? As wise ancestors, or
as an irresponsible generation? The answer depends on the choices we make today.

Epilogue

I myself live each day making intense use of Al tools like ChatGPT, Claude, and Gemini. Whether |
am handling legal work, preparing lecture materials, or even writing this book, | have relied on Al's
assistance.

But precisely because of that experience, | can say with clarity: Al as it exists today is a tool, nothing
more, and it cannot replace a human being. Every perspective, every judgment, and every
responsibility in this book originates entirely from me. Al helped organize information and develop
ideas, but thinking and deciding remain a human task.

To be more precise, the vast data and analytical results Al provides became valuable raw material for
me to reach new insights through deep focus and intuition. Information processed by the computer
formed new combinations in my subconscious, surfacing as unexpected flashes of ideas during walks
or meditation. It was the same kind of experience scientists describe when they say they found the
answer "during a midnight walk" or "in a dream."

The reality of Al we have examined through these ten questions is anything but light. Al that designs
deadly poisons, Al that surveils citizens, Al weaponized to target people, deepfakes that destroy
truth, automation that threatens jobs, systems spiraling beyond control, electricity consumption that
endangers the planet, biased data and ethical dilemmas, and an unsettled human identity.

Should we despair in the face of all these problems? Should we abandon technological progress
altogether?

I don't think so. | believe that honestly confronting these questions is the very first step toward
coexisting with Al in a healthy way. And what we should aim for in that process is the harmonious
integration of two capabilities.

Artificial intelligence expands the speed and scope of knowledge acquisition, while humans creatively
reconfigure that knowledge through deep focus and intuition, proposing new solutions. Al's analytical
outputs become fuel for human immersive thinking, and human intuition supplies context and
hypotheses that Al cannot capture. Within this cycle, we can become not mere "Al users" but creators
evolving alongside Al.

What matters most is education. That is why | travel across the country giving Al lectures. For the
children who will live in the Al era, teaching them how to use technology is not enough. The faster Al
supplies knowledge, the more schools and research institutions must emphasize training in deep
thinking through immersion and intuitive problem-solving.
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Students need to explore broad sources of material with Al while also experiencing their own "aha
moments" through immersion training. We must cultivate critical thinking, ethical judgment, and
above all, the inner strength to preserve what makes us human. This dual training in data and
intuition is the core requirement for future talent.

I still believe in Al's potential. The innovations Al will bring to healthcare, education, the environment,
logistics, and every other field will enrich human life. | see firsthand that the Al techniques |
demonstrate in lectures are genuinely improving people's work efficiency and opening new
possibilities.

But | will not let my guard down, either. It is our responsibility to face Al's darker side squarely, to
keep asking questions, and to defend human-centered values.

| don't have perfect answers to the ten questions this book has posed. What matters is not the
answers but the questions themselves. As the history of science shows, intuition has opened paths to
truth, and Al has become a tool that extends those paths faster and wider. The highest ability humans
must possess is the power to wield both together, and our society must focus on nurturing that
harmony.

As a lawyer, a former politician, and an educator, | will continue devoting myself to raising these
questions and seeking answers. | hope you, the reader, will join me on this journey.

Al is a technology made by humans. Therefore, determining its direction is, in the end, a human task.
Depending on the choices we make, Al may become humanity's greatest companion or its most
dangerous adversary.

| hope we will all be wise in this moment of choice, and | dream of a future where intuition and Al, two
giants, dance together in harmony. | hope this book becomes one small piece of that wisdom.
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